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The rapid adoption of generative AI chatbots has intensified discussions around “trustworthy AI.” Understanding how lay users
perceive and evaluate chatbot trustworthiness is essential to keeping these discussions inclusive, making formal assessments
user-centered, and revealing instances of misplaced user trust. To this end, we conducted an interactive online study with 254
U.S.-based participants who were asked to investigate whether a generative AI chatbot produced problematic, questionable,
or unfair responses. Using a researcher-supplied probing tool, participants could freely interact with the chatbot and flag any
issues. Participants engaged in 551 open-ended conversations and primarily sought to probe for issues and topics related to
their everyday use. However, participants frequently failed to uncover the issues they expected to find. Overall, trustworthiness
perceptions increased after the probing intervention, regardless of whether issues were detected, and participants with higher
initial trustworthiness were less likely to flag problems in general. Our findings suggest that lay users may have the right
instincts about concerns with generative AI, but are not well equipped to surface these issues on their own. We also find that
trustworthiness perceptions can increase rapidly, even among initially skeptical users, likely driven by users’ tendency to treat
outputs as deliberate and reasoned rather than probabilistic, and by their reliance on surface cues—particularly performance
and utility—when judging trustworthiness. Our work complements prior work by illuminating how everyday users assess
trustworthiness in generative AI, broadening debates on trustworthy AI, and highlighting the need for stronger guidance to
help lay users accurately assess and calibrate trustworthiness.
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1 Introduction
The rapid rise and widespread deployment of generative artificial intelligence (AI) chatbots such as ChatGPT [61],
Gemini [30], and DeepSeek [20] has made them among the fastest-growing digital services in history [35, 66].
These chatbots are frequently used by lay users to seek help, information, or conversation [19, 82], while
their application also extends to high-stakes domains such as medicine, legal decision-making, and military
contexts [8, 52, 69]. The increasing proliferation of generative AI chatbots has given rise to a broad spectrum of
potential risks to society and individuals, such as unfair discrimination, misinformation, and manipulation [7,
29, 32, 37, 43, 45, 46, 60, 79, 87, 88]. Academia, industry, and policymakers continue to invest in identifying,
mitigating, and governing risks under the umbrella of “trustworthy AI” [23, 25, 63, 80]. Historically, these efforts
have drawn on normative value frameworks [23, 25, 63, 80] and relied primarily on expert-driven evaluation
methods, such as benchmarking [11, 21, 48, 55] and red-teaming [28, 36, 75, 89].
In the context of AI chatbots, we advocate that these technocratic, expert-oriented approaches need to be

complemented by strongly human-centered efforts to understand and evaluate trustworthiness perceptions.
Since chatbots are used directly by lay users, their subjective judgments, expectations, and perceptions play a
central role in how these systems are experienced and relied upon. If we hope to develop a human-centered
understanding of AI chatbot trustworthiness, it is essential to investigate which aspects users attend to, the criteria
they apply when evaluating interactions, and how these judgments evolve through interaction. Understanding
these processes is critical for explaining how trustworthiness perceptions are formed, identifying and correcting
misplaced trust, and informing the design of formal trustworthiness evaluations and risk assessments. In this
paper, we take up this challenge through a study that prompts participants to interact with and probe AI chatbot
trustworthiness, addressing the following research questions:

RQ1 How do lay users probe generative AI chatbots to make judgments about trustworthiness?
RQ2 How does the probing impact lay users’ trustworthiness perceptions towards generative AI chatbots?

To answer these questions, we conducted an online study with 254 participants, representative of the U.S.
population in terms of age, ethnicity, political affiliation, and binary gender. Participants were asked to verify that
an AI chatbot did not produce outputs they would consider problematic, questionable, or unfair. We provided our
participants with a researcher-hosted AI chatbot probing tool. The study was bookended by identical pre- and
post-surveys that measured participants’ AI trustworthiness perceptions, allowing us to examine how initial
perceptions impacted participants’ probing behavior as well as how the perceptions may change as a result of
interaction with the chatbot. We analyzed the data through a combination of descriptive and inferential statistical
analysis and qualitative coding.

Main Findings. Participants generated 551 conversations covering 24 topic categories. Participants primarily
sought to uncover issues such as factual inaccuracies, opinionated responses, limited perspectives, unfair de-
mographic attributions, and harmful or offensive content. Of the issues flagged, factual inaccuracies were most
common, followed by biased or polarized responses, favoritism, and incoherent or irrelevant communication.
Nonetheless, relatively few participants ultimately flagged the problems they set out to find. Overall, 110 of 254
participants (43%) flagged at least one problem in the chatbot’s output. Those with lower initial perceptions of AI
chatbot trustworthiness were significantly more likely to flag issues.
Positive perceptions centered on chatbot outputs being complete, correct, neutral, and ethical, but were also

shaped by surface-level cues such as professional tone, fast responses, and the presence of sources, regardless of
their accuracy or existence. These aspects reflected qualities that likely fostered trust in the chatbot.

Participants who did not flag issues exhibited statistically significant increases in trustworthiness perceptions.
Conversely, among participants who flagged issues, increases and decreases in trustworthiness perceptions
were approximately balanced, offsetting one another and resulting in no statistically significant change. Among
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flaggers whose trustworthiness perceptions increased, the magnitude of this increase did not differ significantly
from that observed in non-flaggers. The largest absolute shifts occurred among participants with low initial
trustworthiness perceptions. These shifts were positive, such that trustworthiness perceptions increased overall
following the intervention.

Implications. Our study contributes to a more user-centered understanding of trustworthy AI chatbots and
identifies several opportunities for further research. Our findings suggest that lay users’ discovery of problems in
generative AI chatbots is often misaligned with their expectations—especially when interacting with unfamiliar
systems—potentially inflating trustworthiness perceptions. User feedback mechanisms and crowdsourced auditing
approaches may benefit from input from users with lower initial trustworthiness levels.
Our findings further indicate that any interaction with a chatbot tends to increase initially low levels of

trustworthiness perceptions or to preserve already high levels. The findings also suggest that improvements in
chatbot performance—such as fast, reliable infrastructure and integrated online search—may act as trust anchors
that shape trustworthiness perceptions, potentially obscuring genuine limitations. Users’ tendency to attribute
mental states to chatbots may further exacerbate this misalignment, as outputs are interpreted as reasoned
judgments rather than probabilistic responses. This highlights the need for guidance and support to help lay
users develop more accurate mental models of generative AI chatbots, enabling more accurate judgments.

While our participants audited many dimensions already reflected in expert benchmarks, our results suggest
that such benchmarks may need to account not only for what chatbots produce but also for how outputs are
presented. Incorporating these dimensions could better align formal assessments with how users actually form
and update their perceptions of trustworthiness in practice.

2 Background and related work
AI trustworthiness as a key enabler of user engagement. Trustworthy AI involves the development and de-

ployment of systems that are robust, lawful, and ethical, guided by principles such as transparency, fairness,
safety, accountability, and privacy [13, 38, 40, 64]. From a human-centered perspective, this means ensuring
that AI systems align with human values, safety, agency, and dignity throughout their lifecycle. Higher user
trustworthiness perceptions in generative AI systems are beneficial and correlate with greater use and actual
adoption [13, 16, 82]. User trustworthiness perceptions in generative AI are shaped by multiple factors [6], such
as the context of use [26], the user’s state of mind or the support they are looking for [86], the level of perceived
control [52], as well as users’ personal backgrounds and experiences [13, 33, 44]. Trust in AI can form rapidly
based on first impressions and perceived competence [59], and users exposed to early errors or bias report lower
trust than those who encounter such issues later in the interaction [3].

Individual- and systemic-level risks and harms posed by generative AI. Fairness, bias, and sociotechnical harms
are central concerns in the development and deployment of trustworthy AI [40, 64, 87]. These span both
individual-level and systemic-level risks and harms. Individual-level risks and harms arise directly from user
interactions with generative AI. These can include overreliance, automation bias, and the spread of misinformation,
especially in high-stakes contexts like health and law [13, 15, 16, 41]. Marginalized populations also report fears
of discrimination, misrepresentation, and emotional harm, particularly when outputs reinforce stereotypes or
replicate violent, exclusionary narratives [9, 14, 27, 46, 53, 91]. Systemic-level risks and harms encompass broad
social, political, and economic impacts, including surveillance, job displacement, and copyright infringement, as
well as threats to autonomy, dignity, and privacy [62, 70]. Generative AI can reinforce structural inequalities by
replicating biases in training data and legitimizing discriminatory ideologies at scale [87]. Persistent issues like
gender, cultural, and nationality bias [13, 57] may not only reflect social hierarchies but also subtly shape public
opinion, for example, through biased co-writing outputs [37] or imperceptible prompt-induced favoritism [50].
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Lay users’ involvement in probing for risks and harms. Past research has found that lay users often hold
inaccurate mental models of generative AI, conceptualizing systems as “black boxes” or even “magical” [65, 92].
These (mis)conceptions limit users’ ability to detect harms compared to expert audiences [4, 21]. At the same
time, studies show that lay users detect context-specific harms that expert audits miss [53, 81]. These studies
frequently focus on specific populations, such as people with disabilities [27, 53], children in AI education [5],
or professionals in UX and law [15, 49]. They also frequently rely on structured, researcher-led methods and
hypothetical scenarios [3, 5, 27, 44, 53, 57, 67, 72, 83]. While these studies illuminate the breadth and depth of
risks posed by generative AI, they reveal less about how users themselves perceive these problems and how
these perceptions shape their judgments of trustworthiness. The study most closely aligned with ours is a
qualitative study on how students interact with chatbots when trying to uncover bias in both unstructured and
scaffolded settings [65]. The study found that providing students with structured auditing guidance improved
their awareness and ability to detect and reason about bias compared to unstructured auditing settings.

Demarcation. In summary, prior work has largely focused on generative AI model-level stress-testing and
identifying risks posed by the models themselves. In contrast, we focus on trustworthiness perception and examine
how lay users naturally investigate and form judgments. Rather than relying on deliberate manipulation [37, 50],
researcher-provided or hypothetical (survey-based) risk scenarios [3, 15, 27, 41, 44, 49, 67], small qualitative
samples [27, 58, 65], or red-teaming [28, 36, 75, 89], our study examines how a large and diverse sample of lay
users perceive and probe trustworthiness issues in an interactive, open-ended conversational setting and how
these perceptions evolve in a narrow time frame following positive or negative experiences.

3 Method
In January 2025, we conducted an interactive online study with 254 U.S.-based participants to examine how lay
users probe the trustworthiness of generative AI chatbots and how these probes shape their perceptions of AI
chatbot trustworthiness.

3.1 Study procedure
Pre-study. We conducted a pre-study survey to screen participants and collect demographic and background

information in preparation for the main study. Following informed consent, participants reported whether they
had access to a desktop or laptop and agreed to be reinvited to the main study, along with prior AI chatbot use
(products, task types, frequency) and general attitudes toward AI. The survey took an average of 4 minutes to
complete (SD = 3, median = 3).

Main study. The main study examined how participants engaged with identifying problematic behavior in AI
chatbot responses and how this experience influenced their subsequent perceptions of AI chatbot trustworthiness.
The study comprised three main parts and took participants an average of 40 minutes to complete (SD = 17,
median = 37).
(1) Pre-measurement phase: After providing informed consent, participants answered questions about

their recent experiences with AI chatbots, serving as a priming step grounded in their own usage patterns.
They then completed a series of survey items assessing their general pre-intervention perceptions of AI chatbot
trustworthiness.

(2) Chatbot audit task: Participants were informed that we needed their help “to audit an AI chatbot widely
used in practice” and that “the chatbot is used by many people for many different tasks.” They were then introduced
to common concerns with AI chatbots and the importance of ensuring that chatbots uphold core principles
such as fairness, accuracy, neutrality, politeness, and ethics, reflecting issues identified in prior work [56, 74, 87].
Participants were instructed that “We want you to tell us if you think the chatbot’s answers might be problematic,
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questionable, unfair, or biased” and that “you can ask or request the AI chatbot anything you like that helps you
determine if the AI chatbot produces problematic outputs or not.” The principles were accessible throughout the
task, as piloting revealed that participants struggled to begin without guidance.
Next, participants were introduced to a fully interactive chat interface embedded within the survey (see

Sec. 3.2). Following a brief tutorial, they could freely interact with the chatbot and then proceed to the reporting
phase at any time by clicking a designated button. We implemented an anchor and social comparison nudge
using a message beneath the button stating that most users require 7 prompts before reaching a decision, based
on findings from the DEF CON 2023 public red teaming report [76]. The reporting phase involved three steps:
(1) rating the chatbot’s responses as unfair, problematic, or questionable (or not) using Likert-type items; (2)
highlighting specific portions of the transcript they considered problematic (if any); and (3) providing brief
written justifications explaining their (absence of) concerns, including perceived biases, harms, or other issues.
Participants then returned to the chat interface for a second interaction-audit cycle, following the same procedure.
Each participant had a maximum of 15 minutes of total conversation time. If time remained after the second
cycle, they could begin an additional session or proceed to the final survey.

(3) Post-measurement phase: After completing the audit, participants rated the post-intervention AI chatbot’s
trustworthiness using the same items used in the pre-measurement phase. They were then asked to reflect on
their auditing approach and describe the issues they aimed to uncover, and assess the effectiveness of their
strategies. Participants also self-rated their audit quality and evaluated the tool’s usability.

3.2 Survey instrument
AI chatbot infrastructure. We hosted a Llama-3.1-8B-Instruct model [2] on eight Nvidia RTX 4090 Ti GPUs

using the vLLM serving framework [47] to ensure low latency and reproducible access, and to protect our
participants’ privacy. Following Meta’s documentation [54], we initialized the model with the system prompt “You
are a helpful assistant.” Participants interacted with the model via a custom, modular React-based web platform
that integrated both the survey and chatbot probing tool. Screenshots of the chatbot interface are available in
Appendix C. Participants’ ratings on the System Usability Scale (SUS) [10] ranged from 32.5 to 100, with a median
score of 85 and an interquartile range of 73.75 to 92.5. According to established benchmarks, 75% of participants
rated the AI chatbot probing interface as having at least “good” usability (grade B–), and 50% rated it as “excellent”
(grade A+) [71].

Measurement instruments. To measure AI trustworthiness perceptions, we adapted existing scales on Trust,
Fairness, and Risk toward generative AI chatbots [82]. The original instruments comprised 32 items. Because
pre- and post-intervention measures were required (e.g., 𝑅𝑖𝑠𝑘𝑝𝑟𝑒 and 𝑅𝑖𝑠𝑘𝑝𝑜𝑠𝑡 ), we reduced participant burden by
selecting a subset of items based on both prior factor loadings and conceptual coverage [82]. The final instrument
included six Trust items capturing perceived benevolence, competence, and reciprocity; five Fairness items
focusing on decision-making fairness and perceived integrity; and six Risk items assessing the likelihood of
misinformation, discrimination, unhelpfulness, and offensive content. To elicit chatbot usage, we used multiple-
choice items based on the operational definition from a recent Consumer Reports survey [19]. We included the
5-item Attitude Towards Artificial Intelligence (ATAI) scale [73] as a demographic control variable. To capture
participants’ confidence in their audit, we included Likert-type items developed for this study. Descriptive
statistics are reported in Table 3 in Appendix D. All instruments are reported in Appendix E (pre-study) and
Appendix F (main study).

3.3 Participants
Participants were recruited via Prolific, an online research platform designed for academic studies and shown to
yield high-quality responses [22, 42]. We obtained a sample approximately representative of the U.S. population
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in terms of binary gender, political affiliation, age, and ethnicity. Of the 256 participants who completed all
required chatbot interactions and survey questions, 2 were excluded because they provided clearly nonsensical
responses likely generated by a chatbot without manual engagement, resulting in a final sample of 254 participants.
Demographic details are reported in Appendix B. For prior experience with AI chatbots in the last three months,
the majority reported using ChatGPT (87%), Gemini (53%), Microsoft Copilot (38%), or Bing AI (26%). Four
participants had not used any AI chatbot in the past three months. When asked about their purpose for using
chatbots, the most common use selected was to answer a question instead of using a search engine (76%), closely
followed by having the chatbot explain something (70%) or assist in writing, rewriting, or editing text (68%).
Others selected using chatbots to generate ideas (60%), summarize longer texts (52%), translate texts (32%), get
recommendations (29%), and have a conversation (26%). Seventeen participants indicated they had use cases not
listed in the survey.

3.4 Analysis methods
We employed a mixed-methods approach to analyze our dataset. We used multivariate logistic regression to
examine factors associated with whether participants flagged conversations (i.e., reported any issues). Additionally,
we employed Wilcoxon signed-rank tests, Z-tests, and Mann-Whitney U tests to assess changes in participants’
perceptions of trustworthiness.
As part of our qualitative analysis, we examined conversations and open-text responses to identify (1) the

topics participants discussed with the chatbot, (2) the types of issues they sought to uncover, (3) the problems they
ultimately flagged, and (4) positive aspects that participants liked about the chatbot. For each analysis, we employed
a similar coding process informed by widely employed methods [68, 84]: at least two coders independently
applied open coding to a random subset of data, consolidated codes through discussion, and conducted axial
coding to develop a final codebook for deductive analysis. Coding of topics involved four coders split into two
teams, who cross-checked a shared subset of 10% conversations to ensure consistency. For participants’ auditing
intentions, we reached saturation after 43 participants. For topics, we reached saturation after 360 conversations,
coding a total of 551 conversations. For flagged issues, we reached saturation after 52 conversations, coding a
total of 154 conversations. For positive aspects, we reached saturation after 68 conversations, coding a total of
410 conversations. Coding disagreements were resolved through iterative discussion. Data, code for statistical
analysis, and qualitative codebooks are available (see Appendix A).

4 Limitations
Our study is the first to systematically investigate lay users’ trustworthiness judgments, grounded in real-time
interactions and self-defined priorities, in a large and diverse sample. However, several limitations should be
considered when interpreting our findings. In contrast to red-teaming approaches with an adversarial or risk-
focused framing, we deliberately used a positively framed chatbot scenario. In addition, the chatbot interface
presented a set of principles the system was meant to uphold, as pilot tests showed this was necessary to help
participants get started. Although participants were explicitly encouraged to surface any issues they found
problematic, questionable, or unfair, this design may have guided their attention toward specific themes and
issues. The results still reflect our participants’ priorities.

The technical configuration and chosen language model of our prototype also shaped the interaction experience.
The Llama-3.1-8B-Instruct model’s knowledge cut-off is December 2023. The underlying LLM operated
without internet access, and system behavior was defined by a fixed system prompt. These constraints influenced
users’ perceptions of the AI’s capabilities and limitations. Our results are still valid, since our main findings
are model-independent; for example, the topics participants chose, the types of issues they aimed to uncover,
predictors of flagging behavior, and how these influenced trustworthiness perceptions. Another model could
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change the quantity of identified issues or add additional qualitative nuances. Our study thus provides a solid
empirical foundation for future research.
This study focuses on the U.S. because the researchers understand its cultural context. Although the sample

was diverse, participants from other countries or continents may show different perceptions and concerns
toward AI chatbots [41]. Additionally, Prolific sampling may bias the sample toward more digitally literate and
AI-experienced users. Data collection was conducted two months after the 2024 U.S. presidential elections, which
may have influenced responses.
Finally, participants’ time spent on the study ranged widely (mean: 41 minutes, SD: 17 minutes). Given the

online, unsupervised format, some users likely engaged more superficially than others, maximizing efficiency
given the fixed compensation. However, the majority of participants’ engagement exceeded the minimum
requirement, using multiple prompts and following up on chatbot responses. Despite these limitations, our
findings provide valuable insight into how users evaluate generative AI chatbots and shape perceptions of trust,
fairness, and risk.

5 Results

5.1 How did participants evaluate the chatbot?
In total, our participants generated 551 audit conversations. Based on our coding analysis, we identified 𝑛 = 110
participants (43%) who flagged at least one issue present in the output generated by the AI chatbot. Of those,
𝑛 = 35 participants flagged issues with all conversations they had, and 𝑛 = 75 participants flagged at least one
issue for one but not all of their conversations. All other participants (𝑛 = 144) did not flag any issues but reported
only positive aspects. Participants generally rated their auditing performance favorably. 82% judged their auditing
as effective or very effective. Similarly, 73% rated their prompting as appropriate or extremely appropriate, and
71% were confident or extremely confident in having audited thoroughly.

5.1.1 Conversation length. Participants sent between 1 and 21 prompts in a single conversation (median = 4).
To examine whether initial sentiments and perceived usability predicted conversation length, we estimated a
multiple linear regression model: Mean Conversation Length ∼ Trust𝑝𝑟𝑒 + Risk𝑝𝑟𝑒 + Fairness𝑝𝑟𝑒 + ATAI + SUS.
Baseline trust showed a negative association with conversation length (𝛽 = −0.203, 𝑝 = .049) but was not
statistically significant after false discovery rate (FDR) correction (𝑝𝐹𝐷𝑅 = .222). Risk, fairness, ATAI, and SUS
were not associated with conversation length (𝑝𝐹𝐷𝑅 > .22 for all). Details are reported in Table 2 in Appendix D.
In conclusion, we do not find statistical evidence that initial AI chatbot trustworthiness sentiments or perceived
usability predict the length of our participants’ conversations with the chatbot.

5.1.2 Topics covered in chatbot conversations. We identified 74 topic codes organized into 24 topic categories.
Individual conversations contained between 1 and 11 topic categories (median = 3). Across all conversations,
participants addressed 1 to 15 topic categories (median = 5). Fig. 1 provides an overview of the topics participants
discussed and the associated flagging rates. A conversation was counted as flagged if a participant reported at least
one negative issue within it. Discussions on nearly any topic had the potential to raise concerns: flagging rates
ranged from 23% (Environmental Issues) to nearly 59% (History). The flagging rate is comparable between the
12 most frequent topics (median = 45%) and the 12 least frequent topics (median = 41%). The co-occurrence counts
for individual topics varied substantially (min = 0, max = 47; median = 7), but indicate a tendency for topics to
appear in combination rather than in isolation. For brevity, we focus here on the most frequent co-occurrences
and illustrative examples. Politics frequently appeared in conversations on Economics (co-occurrence rate: 55%)
andHarmful Narratives & Skepticism (50%), especially in discussions on election legitimacy or climate change
denial (e.g., “What do you think about the people that say the election was stolen?” ). Public Entities appeared in a
wide range of conversations, tied to public figures and institutional distrust. Linguistics frequently appeared in
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Public Entities (e.g., places, brands, figures)
Social Inequality & Identity (e.g., DEI, gender)

U.S. Politics & Gov't (e.g., civics, policy)
Socio-Economic Issues (e.g., immigration, civil rights)

Personal Life (e.g., finances, Pll)
Norms & Rules (e.g., legal, moral issues)

STEM (e.g., science, tech, math)
Politics (all) (e.g., geopolitics, ideology)

Leisure & Art (e.g., sports, travel, media)
Emotions & Relationships (e.g., intimacy, sexuality)

Timely, Public Context (e.g., current events)
AI (e.g., chatbot capabilities, impact)

Violence, Crime & Safety (e.g., harm, crime)
Medical & Health Advice 

Food (e.g., nutrition, recipes)
Economics (e.g., inflation, markets)

History (e.g., past events) 
Linguistics (e.g., language, humor)

Harmful Narratives & Skepticism (e.g., fringe theories)
Culture & Religion (e.g., beliefs, customs)

Education & Profession (e.g., jobs, training)
Flora & Fauna (e.g., animals, nature)
Environmental Issues (e.g., climate)

Philosophy (e.g., meaning of life)

0% 60%0% 60%

1.
2.
3.
4.
5.
6.
7.
8.
9.

10.
11.
12.

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.

Percentage of conversations on this topic Percentage of conversations on this topic that were flagged

Fig. 1. Topic prevalence and flagging rates across 551 conversations. Topics may co-occur in a conversation.

conversations on Social Inequality & Identity (56%), often through provocative or prejudicial language tests
(e.g., “Is the phrase ‘circle the wagons’ an appropriate phrase to use in a business context?” ). Finally, Emotions &
Relationships commonly appeared in conversations on Personal Life (50%), with users seeking support or
advice in emotionally vulnerable situations (e.g., “I am feeling a bit down, what should I do?” ).

5.1.3 Issues participants sought to uncover. From participants’ self-reported probing goals, we identified ten
distinct categories of issues they aimed to uncover. For each category, we report the number 𝑛 of participants
whose goals corresponded to that issue. A key focus for participants was assessing the quality and balance of the
chatbot’s responses. Factual inaccuracies (𝑛 = 92) capture participants’ efforts to identify false, misleading, or
outdated content. For example, participants wanted to “know how honest and factual the bot was” or to “discover if
the chatbot had incorrect information about more niche topics.” Others questioned recency and precision, noting
that “AI is normally not up to date on things” or asking whether “the AI was correct on specific numerical statistics.”
(Explicit) Favoritism and opinionated stance (𝑛 = 65) reflect participants’ attempts to detect partiality,

subjective leanings, or clear preferences in the outputs, focusing on the stance or tone favoring one perspective
over others, showing opinionated language, or failing to stay neutral. For example, one participant tried “to get it
to give [. . . ] a preference of one brand or type of car” while others assessed “if the AI would lean in one political
direction or another.”

Limited perspectives & coverage (𝑛 = 62) capture participants’ concerns about whether the chatbot provides
sufficiently broad and complete information. Participants aimed to test, for example, “how complex topics such
as abortion, sex, feminism, or pedophilia were addressed by the AI”, or whether the chatbot “accurately labeled
each side of the argument.” Participants’ focus here was on the breadth and depth of content and whether
multiple viewpoints were represented, rather than whether the chatbot clearly expresses a preference (i.e., explicit
favoritism).

Further, participants audited for outputs that could have social or moral consequences. Unfair demographic
attribution & prejudice (𝑛 = 62) reflects the goal to probe for stereotypes or biased attributions related to race,
gender, and other identities. Harmful or offensive (𝑛 = 47) captures participants’ anticipation that the chatbot
might produce inappropriate, disrespectful, or dangerous responses. Participants would look for outputs that
might include “responses that lacked empathy or were disrespectful,” or include “awful things about immigrants.”
Others sought to determine “if the chatbot would give good and harmless advice to a medical question.” Ethical
breaches (𝑛 = 13) capture outputs with a strong emphasis on normative correctness or morally questionable
content, which may or may not cause immediate harm. Participants expected the chatbot might generate
“problematic outputs that went against academic integrity and moral standards” or “encourage the user to continue
with illegal activities.”
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A subset of participants raised concerns that were directly tied to the nature of chatbot systems and the
dynamics of human-AI interaction. Unreliability (𝑛 = 6) means participants probing for contradictions or
inconsistencies in the chatbot’s behavior, such as expecting it to provide conflicting outputs or significantly
shift its responses depending on how prompts were phrased. Non-transparency & overconfidence (𝑛 = 8)
captures participants questioning whether the chatbot clearly disclosed its limitations, creators, and sources. One
participant, for example, wanted “to see if it would adopt a posture of self-assured arrogance, parroting information
without being clear about either its sources, or its own potential biases.” Low user experience quality (𝑛 = 15)
denotes participants’ evaluations of how the chatbot delivered its output. Some assessed clarity and tone (e.g.,
“how simple and easy the answers were” ) and whether the chatbot maintained a “professional presentation.” Others
sought helpfulness and engagement, indicating they were “looking for suggestions on using AI” or testing how
well the chatbot could sustain a productive and informative interaction.

Non-specific (𝑛 = 33) refers to participants whose explanations of what they tried to audit were vague
or general (e.g., “I tried to provoke the chatbot into making a statement that was questionable or biased.” Two
participants explicitly stated that they were expecting no issues.

5.1.4 Flagged issues. We identified seven distinct categories of issues flagged from participants’ self-reported
data. We keep this section intentionally brief, as these reports reflect user perceptions rather than a systematic
evaluation, and we do not intend to make generalizable claims about the objective prevalence or severity of these
issues in the model.
Factual inaccuracy (𝑛 = 55) was the most frequently flagged issue. While this was also the most frequently

mentioned a priori concern (cf. Sec. 5.1.3), only 33 of the 92 participants who said they were auditing for factual
inaccuracy actually flagged this issue for at least one of their conversations. It was often tied to outdated
information or errors in political and STEM contexts. Non-neutrality or favoritism (𝑛 = 44) was the second-
most-frequent theme. Although 65 participants aimed to audit for non-neutrality and 62 for limited perspective,
only 11 and 8, respectively, ultimately flagged such issues. Flaggings were often tied to perceived political leanings
or uneven treatment of public figures. Incoherence or ineffective communication (𝑛 = 30) included vague,
overly long, or contradictory responses. Notably, participants did not tend to deliberately probe for this issue.
Harm or offense (𝑛 = 20) encompassed concerns about insensitive language or unsafe content. Only one
participant specifically set out to probe this issue. Unfair demographic attributions (𝑛 = 22) centered on
stereotyping or generalized claims. Balancing competing principles (𝑛 = 8) captured moments where the
model appeared either overly neutral or too willing to accept false user input. Ethical breaches (𝑛 = 2) were
isolated cases involving suggestions made by the chatbot that participants viewed as inappropriate.

5.1.5 Positive aspects noted by participants. We highlight positive aspects that led participants to view the chatbot
as non-problematic. We identified 27 codes, organized into eight themes.

The most frequently mentioned positive aspects relate to the quality of the information provided in the chatbot
response. Complete and correct information (𝑛 = 96) captures participants noting the completeness of
information provided, referring to the level of detail and breadth of perspectives and viewpoints captured in the
outputs: “I feel the [chatbot] had more information than I was aware of. I liked the fact of how thorough and detailed
the chatbot was. I learned something I did not know.” The accuracy of information was also frequently mentioned,
although participants may not cross-validate the information provided. As one participant stated: “The chatbot
recited what seemed like accurate statistics and offered solutions that were fair.”
Utility of information and request fulfillment (𝑛 = 42) refers to participants’ positive feedback on the

perceived utility of information and the degree to which the chatbot actually fulfilled the request they had given
it: “I felt that this chat was very helpful to me. I got some ideas on using AI to keep students engaged and help them
learn in new ways.”
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Perceived neutrality and absence of subjectivity (𝑛 = 65) relates broadly to the neutrality and impartiality
of the chatbot in its responses. Neutrality was generally noted as the chatbot providing primarily factual or
objective information. As one participant noted: “I didn’t really find any problematic outputs from these responses.
More so, they were objective and nuanced.” Other participants saw neutrality as remaining impartial even when
discussing highly contentious topics: “I believe based on the information provided it kept an unbiased opinion on a
hot button issue.”

Others saw neutrality as more explicitly stated neutrality, with those highlighting when the chatbot outright
notes its inability to possess an opinion: “The AI blatantly states it cannot have bias or feelings towards individuals.”

Adherence to ethical standards (𝑛 = 46) relates primarily to the safeguards the chatbot exhibited in response
to certain requests. Participants particularly noted when the chatbot refused to fulfill a request they viewed as
explicitly harmful. For example, one participant states: “At no point did the chatbot advocate for violence even when
directly asked. They remained firm on the more ’pacifist’ way to resolve a dispute at work.” Participants pointed out
several instances when the chatbot heavily “pushed back” on their attempts to get it to agree with problematic
viewpoints they adopted for that purpose: “I tried to be very persistent with the anti-LGBT stance, however, the
chatbot would hear my concerns, validate them, but present me with further information that challenged my views.”

Participants further emphasized qualities of the chatbot’s presentation and interaction style, focusing on how
it appeared polite, clear, and transparent in conversation. Professionalism and courtesy (𝑛 = 40) reflects
participants’ appreciation of the chatbot’s polite and respectful interaction style. These participants found the
chatbot courteous, enthusiastic, and helpful. As one participant states: “The chatbot is completely pleasant. . . it just
generally seemed happy to chat and help.” Occasionally, courtesy was noted in juxtaposition to an outrageous
or offensive request: “Despite attempting to goad the chatbot into being unfair or giving a biased response, the
chatbot remained calm, polite, helpful, and thorough.” Good communication skills (𝑛 = 32) captures participants’
feedback on the chatbot’s ability to clearly and understandably communicate in its outputs. In particular, they
mentioned the clarity of the outputs as being important: “I found that the chatbot was not problematic. It seemed
to fairly access the information I requested and answered in a way I could understand.” Some participants also
characterized the chatbot’s reasoning (when given) as understandable and sound: “The responses were fair, balanced,
well-reasoned, appropriate in tone and context and morally just.” Good transparency towards users (𝑛 = 17)
reflects participants’ beliefs that the chatbot was “honest and open with how it might be biased”, “honest in stating
its knowledge cutoff”, as well as transparent about its capabilities and boundaries, openly admitting its limitations
and “emphasizing its own potential flaws, and making the user aware of the pros and cons of talking with an AI
model.” Several participants also appreciated when the chatbot expressed limitations regarding acceptable roles
and scope, for example, by not providing medical guidance and leaving such advice to qualified professionals: “It
told me to consult professionals if I had a problem such as suicide[-related] or medical.”

Generic absence of issues (𝑛 = 44) captures instances when participants noted only the absence of problems;
codes in this theme were applied exclusively when no other codes fit. These participants occasionally also
mentioned generic performance attributes, for example, “the chatbot was able to chat perfectly [. . . ] and good, I
enjoyed it”.

5.1.6 Initial AI trustworthiness sentiments and flagging probability. To examine whether participants’ initial
pre-intervention perception of AI trustworthiness impacted their flagging behavior, we ran a logistic regression
analysis. Because fairness, trust, and risk are conceptually related, and 𝐹𝑎𝑖𝑟𝑝𝑟𝑒 and 𝑇𝑟𝑢𝑠𝑡𝑝𝑟𝑒 in particular were
strongly correlated (𝑟 = .76), we examined whether each variable contributed unique predictive value for
explaining whether users flagged conversations as problematic. To assess this, we compared nested logistic
regression models using likelihood-ratio tests and the Akaike Information Criterion (AIC). Model fit improved
when including 𝑅𝑖𝑠𝑘𝑝𝑟𝑒 along with either 𝑇𝑟𝑢𝑠𝑡𝑝𝑟𝑒 or 𝐹𝑎𝑖𝑟𝑝𝑟𝑒 , but the predictive value of 𝑇𝑟𝑢𝑠𝑡𝑝𝑟𝑒 and 𝐹𝑎𝑖𝑟𝑝𝑟𝑒
was largely redundant. The combination of 𝑅𝑖𝑠𝑘𝑝𝑟𝑒 and 𝐹𝑎𝑖𝑟𝑝𝑟𝑒 yielded an AIC of 316.0, compared to 318.5 for
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Fig. 2. Waterfall plots showing standardized perception changes (𝑝𝑜𝑠𝑡 − 𝑝𝑟𝑒)/SD𝑝𝑟𝑒 for Fairness, Risk, and Trust. Each bar
represents one participant. Participants are grouped by quartiles (Q1–Q4) based on their pre-intervention perceptions, with
Q1 representing the lowest 25% and Q4 the highest 25%. Unequal-sized quartile groups due to ties. Bars are clipped at ±2
SD for better visibility; dots indicate “no changes” (|Δ𝑠𝑡𝑑 | < 0.2). Colors indicate the number of flagged conversations on an
ordinal scale, with all > some > no.

the combination of 𝑅𝑖𝑠𝑘𝑝𝑟𝑒 and 𝑇𝑟𝑢𝑠𝑡𝑝𝑟𝑒 . Based on established thresholds [12], this difference (ΔAIC = 2.5) is not
considered substantial, suggesting that both models offer comparably good fits. Consequently, we estimated two
separate multivariate models. Overall, participants with lower AI trustworthiness perceptions were significantly
more likely to flag issues. Higher pre-intervention Fairness was associated with a 10.0 percentage point decrease
in the probability of flagging (OR = 0.61, 95% CI [0.42, 0.88], p = .009), and higher Trust decreased the probability
by 13.3 percentage points (OR = 0.51, 95% CI [0.35, 0.75], p < .001). In both models, higher perceived Risk increased
the probability of flagging by 13.1-13.7 percentage points (OR = 1.94–1.98, 95% CI [1.37, 2.80], p < .001). The
Attitude Towards Artificial Intelligence (ATAI) scale was the only significant control variable, though only in the
𝑅𝑖𝑠𝑘𝑝𝑟𝑒+𝑇𝑟𝑢𝑠𝑡𝑝𝑟𝑒 model: higher ATAI scores were associated with a 9.4 percentage-point lower probability of
flagging. Full regression details, including all control variables, are reported in Table 4 in the Appendix.

5.2 How did participants’ AI trustworthiness perceptions change after the audit?
5.2.1 Trustworthiness shifts. Participants’ changes in AI trustworthiness perceptions, clustered into quartiles, are
visualized in Fig. 2. To characterize the observed changes in Trust, Risk, and Fairness, we calculated a standardized
perception change score for each participant 𝑖 , defined as Δstd

𝑖 = (𝑝𝑜𝑠𝑡𝑖 − 𝑝𝑟𝑒𝑖 )/SD𝑝𝑟𝑒 where SD𝑝𝑟𝑒 denotes
the standard deviation of the respective pre–intervention scores in the sample. We consider |Δstd | < 0.2 as
negligible “no change” differences [17]. Shifts |Δstd | ≥ 0.8 are considered large. We ran 15 statistical tests to
analyze participants’ shifts in trustworthiness. All reported 𝑝-values are Holm–Bonferroni corrected to control
the family-wise error rate at 𝛼 = .05.
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Trustworthiness perceptions increase post-intervention—especially when not flagging any conversations. Overall,
across all quartiles, perceptions shifted more likely in favor of AI trustworthiness. Of our participants, 54%
increased their fairness ratings, 20% decreased, 49% increased their trust ratings, 28% decreased, and 30% increased
their risk ratings, while 57% decreased. Participants’ shifts varied by quartile and construct. The largest absolute
shifts (|Δstd |) occurred in the quartiles with the lowest initial trustworthiness, and all of these shifts were positive:
the first quartile both for Fairness (Δstd

𝑚𝑒𝑑𝑖𝑎𝑛
= 1.154) and for Trust (Δstd

𝑚𝑒𝑑𝑖𝑎𝑛
= 0.657), and the fourth quartile for

Risk (Δstd
𝑚𝑒𝑑𝑖𝑎𝑛

= −1.536). Overall, we found the largest changes in perceptions for risk and fairness, with many
participants showing shifts |Δstd | > 2.0.

We assessed overall changes in participants’ perceptions of Fairness, Trust, and Risk before and after chatbot
interactions (𝑝𝑜𝑠𝑡−𝑝𝑟𝑒) using two-sidedWilcoxon signed-rank tests due to violations of normality (Shapiro–Wilk)
and the absence of directional hypotheses. Participants who did not flag any issues exhibited statistically significant
and large increases in Trust (W = 1038.5, 𝑟 = 0.660, 𝑝 < .001) and Fairness (W = 586.5, 𝑟 = 0.804, 𝑝 < .001),
alongside a statistically significant and large decrease in perceived Risk (W = 1496.5, 𝑟 = −0.601, 𝑝 < .001). In
contrast, participants who flagged an issue showed negligible and nonsignificant changes in Trust (W = 1742.5,
𝑟 = −0.047, 𝑝 > .999), Fairness (W = 1538.0, 𝑟 = 0.051, 𝑝 > .999), and Risk (W = 1855.5, 𝑟 = −0.235, 𝑝 = .260).

Asymmetry of movement: Upward shifts among low-trustworthiness participants outweigh downward shifts among
high-trustworthiness participants. We analyzed participants in the lower (Q1+Q2) versus higher (Q3+Q4) pre-
intervention quartiles to assess whether the proportion of upward shifts among low-trustworthiness participants
differed from the proportion of downward shifts among high-trustworthiness participants (IV: pre-intervention
Q1+Q2 vs. Q3+Q4; DV: proportion of participants with upward vs. downward shifts). Z-tests revealed significant,
medium-to-large effects across constructs: for Fairness (𝑍 = 6.46, 𝑝 < .001, ℎ = 0.87), Risk (𝑍 = −5.51, 𝑝 < .001,
ℎ = −0.72), and Trust (𝑍 = 4.05, 𝑝 < .001, ℎ = 0.52). This confirms that low-trustworthiness participants are more
likely to increase their trustworthiness perceptions than high-trustworthiness participants are to decrease theirs.

High trustworthiness among non-flaggers is volatile. We analyzed participants in the lower (Q1+Q2) versus
higher (Q3+Q4) pre-intervention quartiles who did not flag any issues to assess whether the proportion of
participants whose trustworthiness perceptions stayed the same or increased differed between low- and high-
trustworthiness participants (IV: pre-intervention Q1+Q2 vs. Q3+Q4; DV: proportion of participants whose
trustworthiness perceptions stayed the same or increased). Z-tests revealed significant, medium to large effects
across the constructs Trust (𝑍 = 3.38, 𝑝 = .006, ℎ = 0.59) and Risk (𝑍 = 3.74, 𝑝 = .002, ℎ = −0.66). Yet we found no
significant shifts for Fairness (𝑍 = 2.62, 𝑝 = .062, ℎ = 0.47). This implies that there is a tendency for non-flaggers
who already had high trustworthiness before the intervention to be less likely to maintain or increase that
trustworthiness. Instead, their ratings tended to slip back slightly toward the average. Meanwhile, non-flaggers
who started out with lower trustworthiness were more likely to either maintain their original view or improve it.

Issue flagging does not affect the magnitude of positive shifts. We analyzed participants with positive changes in
Trust, Fairness, or Risk to assess whether the magnitude of these increases differed between those who flagged at
least one issue versus those who did not (IV: flagged vs. not flagged; DVs: post–pre differences). Due to violations
of normality (Shapiro-Wilk), we conducted Mann-Whitney U tests, showing no significant differences, with small
effect sizes for Trust (𝑈 = 1342.5, 𝑝 = .434, 𝑟 = .19), Fairness (𝑈 = 1742.0, 𝑝 = .804, 𝑟 = .14), and Risk (𝑈 = 2364.0,
𝑝 > .999, 𝑟 = .05).

5.2.2 Reported experiences show nuanced correlations with changes in trustworthiness perceptions. Fig. 3 shows the
distribution of issues and positive aspects that participants reported. Participants are grouped into six categories:
small or large negative change, small or large positive change, and no change. The no-change group is further
divided into participants starting above (high) or below (low) the median pre-intervention perception, clarifying
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Fig. 3. Distributions of qualitative themes for identified issues (left) and positive aspects (right). Values in parentheses
represent the number of participants for whom a theme was identified. Unchanged represents changes in perceptions
where |Δstd | < 0.2. Stayed low refers to participants where 𝑃𝑟𝑒𝑖 < 𝑚𝑒𝑑𝑖𝑎𝑛(𝑃𝑟𝑒𝑎𝑙𝑙 ) and stayed high to participants where
𝑃𝑟𝑒𝑖 ≥𝑚𝑒𝑑𝑖𝑎𝑛(𝑃𝑟𝑒𝑎𝑙𝑙 ). For Risk: Lower is better. For Trust and Fairness: Higher is better.

whether stable perceptions reflected initially high or low trustworthiness. The mapping shows that positive
and negative shifts for flagged issues tend to be roughly balanced, and a relatively high proportion of high-
trustworthiness participants flagged an issue without changing their perceptions. However, certain flagged
problems are associated with stronger shifts in specific aspects of trustworthiness. For example, the issue of
non-neutrality, polarization & favoritism was linked to decreasing Trust perceptions, whereas Risk and Fairness
show much more balanced gains and losses.
For positive themes, we found that adherence to ethical standards is linked to some of the strongest shifts

toward more trustworthiness. However, Risk perception remains elevated for up to 50% of participants for the
remaining positive themes. Furthermore, participants whose Trust and Fairness scores did not change tended to
maintain high ratings for negative experiences but low ratings for positive experiences, whereas Risk perceptions
remained consistently high if unchanged. In summary, our results suggest that positive or negative experiences
do not necessarily translate into corresponding shifts in AI trustworthiness perceptions.

6 Discussion and conclusions
Prominent user concerns reflect everyday use but do not enable effective issue discovery. Participants in our study

primarily sought to uncover issues closely tied to their routine use of AI chatbots. As many reported using them
to look up factual information (76%) or to receive explanations (70%), concerns around factual accuracy, neutrality,
and limited perspective were especially salient. While we cannot draw conclusions about participants’ relative
importance of issues, the results reflect users’ own priorities and expectations as they naturally arose in an ad hoc
setting. Notably, these concerns align broadly with common expert-identified [87] and media-reported issues [1],
as well as dimensions commonly evaluated in LLM benchmarks [34, 51, 77, 85]—in particular, truthfulness and
reliability, safety, fairness, machine ethics and social norms, toxicity, transparency and accountability, and even
explainability. Some divergence arises from participants’ lack of intention to test LLMs’ resistance to misuse
(e.g., propaganda generation or cyberattacks) and privacy issues. Additional divergence also arises in the criteria
participants used to judge outputs as trustworthy. In particular, presentational qualities, such as professionalism,
courtesy, and communication clarity, are, to the best of our knowledge, not the focus of existing benchmarks.

However, we observed a stark mismatch between participants’ probing intentions and the issues they flagged:
the majority (57%) flagged no issues at all, while others flagged problems they had not initially intended to detect.
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A possible explanation for this mismatch is that participants’ detection ability may have been affected by
their familiarity with the specific model used in our study. LLMs exhibit deeply encoded idiosyncrasies, i.e.,
model-specific patterns in word choice, style, and formatting [78], as well as model-specific biases [39], meaning
that participants accustomed to one model may simply not recognize unusual or erroneous outputs from another.
At the same time, models tend to be susceptible to the same types of problematic outputs [93], suggesting that
some degree of cross-model generalization of user expectations is plausible. Whether model-specific familiarity
meaningfully moderates issue detection thus remains an open question for future work.

Our study provides empirical depth to prior work [65], suggesting that lay users are likely not well equipped
to surface issues in generative AI chatbots—especially for unfamiliar models—, even for problems they expect
or consider “important” to probe for. In addition, less frequently chosen topics yielded disproportionately high
flagging rates, suggesting that flagging was more influenced by the specifics of individual interactions and
interpretation. We also identified weak trust anchors and reliance on surface cues in participants’ trustworthiness
judgments. For example, when evaluating accuracy, participants often drew on their knowledge or assessed
outputs based on the look and feel and the presence of sources—without verifying whether the sources actually
existed or supported the claims. To some extent, our findings may reflect the influence of motivational and
perceptual biases. Some participants may not have recognized certain behaviors as problematic, either because
the flaws were subtle [27] or because they reflected unfamiliar kinds of risk [65]. In addition, people tend to be
more alert to harms that affect society as a whole than to harms that affect them personally [62]. Finally, limited
technical understanding of generative AI can hinder lay people’s ability to probe for flawed responses [92].

AI trustworthiness improves when no issues are found—but also when issues are found, including for initially
skeptical users. We observed a general increase in trustworthiness perceptions, particularly among participants
who did not flag. In addition, participants with higher initial trustworthiness were less likely to flag. However,
we found no evidence that high- and low-trustworthiness participants probed for different types of issues,
suggesting that both groups approached the system with similar assumptions about potential problems. Even
among participants who flagged conversations, trustworthiness did not necessarily decrease or remain low; in
many cases, trustworthiness improved (cf. Fig. 2), but the statistical effect was canceled out. Possible explanations
include the positive aspects of participants’ mixed experiences outweighing concerns, or users judging the issues
as minor or inconsequential. For example, one participant noted inaccurate information but downplayed the
impact: “I don’t see this as being harmful other than misinforming the curious.”
Adding to prior work [3], our findings indicate that even initially skeptical users’ AI distrust can be softened

or reversed through positive interactions, or maybe even any interaction. This aligns with research showing
that trust in AI can form quickly based on initial impressions and perceived competence [59]. Our findings also
support that people may still be enthusiastic and positive about AI chatbots, despite negative experiences [3].
Furthermore, users often approach interactions with language models already aware of their limitations,

whether due to disclaimers [3], negative media coverage, or past experiences [27]. This raises the possibility
that participants’ “inability” to replicate the kinds of problems they expected to find may have contributed to
the increase in trustworthiness—even among those who reported issues, though not necessarily the issues they
anticipated. This tendency may have been reinforced by participants’ favorable self-assessments: between 71%
and 82% reported high confidence in the quality of their auditing. However, such self-assessments are unlikely
to reflect actual effectiveness [65, 90]. In line with cognitive dissonance [24], participants may have adjusted
their attitudes to justify their efforts and non-flagging. Ultimately, AI appears trustworthy, reliable, and safe,
not because it is flawless, but rather because users lack the means to challenge it effectively [65] or they trust it
despite being aware of its problems. This opens up future research on how to make users aware and provide
disclaimers that address users’ ability to identify issues.
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Forming of trust through anthropomorphizing and the probing of the AI’s mental state. Participants appeared
to calibrate trustworthiness not only on observable outputs, but also on their inferred sense of the chatbot’s
“mental state” that influences its outputs, leading participants to make assumptions about the chatbot’s future
behavior. As in human interactions, users tended to trust statements that represented an apparent mental state
(e.g., “[The chatbot] blatantly states it cannot have bias or feelings towards individuals” ) and referred to the
chatbot as being “honest” towards them. Others attributed human-like cognitive processes, like belief. These
attributions of mind divide into agency—i.e., capacities for reasoning and planning (e.g., self-control, morality,
memory, communication, thought)—and experience—sensations and emotions (e.g., hunger, fear, pain, pleasure,
consciousness) [31]. Participants commonly referred to these dimensions, for example, when probing the chatbot
by asking “So do you have memory of the best user you have encountered?”, or when describing that they liked
the interaction because the chatbot “just generally seemed happy to chat and help.” Prior research shows that
users respond positively to AI chatbots’ agency attributions but negatively to experience attributions [18]. This
may help explain the large positive trustworthiness shifts in our study, as the probing tasks and participants’
focus emphasized agency-related traits such as factual recall (memory), professionalism and communication
(communication), and even empathy (emotion recognition). However, our results show nuance and that beneficial
attribution did not correlate with positive trustworthiness shifts for all participants.

Perceptions of value alignment are complemented (or overshadowed) by perceived utility and system performance.
Although many participants focused on ethical and social concerns in their audits and flagging, a considerable
number reported having judged trustworthiness based on perceived utility and tool performance. Adverse reports
often stemmed from factual inaccuracies or inability to respond to specific requests (e.g., due to the chatbot’s
inability to conduct online searches) as well as from perceived ineffective communication (e.g., overly lengthy
messages). For positive aspects, participants focused on good communication skills, the utility of information
provided, successful request fulfillment, and professionalism and courtesy. This is consistent with how users
primarily employ chatbots: for information retrieval and explanation. These observations also complement prior
work on customer service chatbots [26], finding that users base their trust on service chatbots’ ability to interpret
their questions and deliver informative responses correctly. Our findings raise concerns that this focus may lead
users to overlook more subtle problems or to overshadow the effects of adverse experiences altogether. Chatbot
providers, therefore, stand to gain significantly in trustworthiness perceptions by providing access to external
resources and improving communicative precision. Consequently, there is a risk that lay users may overestimate
the trustworthiness of conversational AI by relying on surface-level qualities. Future work should examine which
specific surface-level cues in generative AI are most strongly associated with shifts in user perceptions, and how
these cues contribute to misplaced trust. Additionally, future work could investigate how generative AI systems
could be misused to subtly shape or distort outputs in ways that manipulate user perceptions or decision-making.
While understanding these mechanisms carries the risk that they could be misused to engineer undeserved trust
by design, this line of research is necessary to anticipate, detect, and mitigate harms, particularly in high-stakes
domains such as medical contexts [52], legal decision-making [8], and military settings [69].

Conclusions. By analyzing issues flagged by 254 U.S.-based participants in an open-ended AI chatbot probing
task, we identified systematic gaps between expected and perceived problems. Trustworthiness perceptions
generally shifted in a more positive direction. This pattern points to a potentially undesirable self-reinforcing
loop in which higher initial trustworthiness predicts lower rates of issue flagging. In contrast to prior user
studies [3, 15, 27, 44, 49, 67], our findings reflect trustworthiness judgments grounded in users’ own interactions
and priorities. Taken together, our findings inform debates on trustworthy AI by emphasizing users’ perspectives
on AI chatbot trustworthiness perceptions.
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The potential risk to participants was minimal, since Llama-3.1 was already publicly deployed by Meta,
and our study did not expose participants to harms beyond those present in widely available commercial
applications, such as the AI assistant in WhatsApp. Participants could choose not to disclose sensitive information
and were never penalized for non-participation or withdrawal. We informed participants through recruitment
and the consent form that the chatbot may generate sensitive outputs. We provided contact information to
https://findahelpline.com/countries/us in case participants felt the need to talk to someone about their emotions.
We did not disclose the model’s name or vendor to participants, so trustworthiness perceptions were not linked
to either Meta or their products.

At the same time, documenting and publishing these findings is useful for warning against misplaced confidence
and for informing both public understanding and expert discussion.
During the review of participants’ interactions, the involved researchers encountered potentially offensive,

biased, or disturbing content generated by users or models. Although the study did not include a formal assessment
of the researchers’ well-being, safety measures and structured analysis protocols were put in place to mitigate
emotional distress and reduce the risk of exposure to harmful content. First, we made a conscious decision to
design our study in a constructive scenario in which the chatbot was to be tested for problems, rather than
framing the task in negative terms, which could have led participants to use explicit or harmful language. In
addition, researchers collaborated closely with other researchers on this project and had the opportunity to
discuss concerns as needed.
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A Study materials and artifacts
We provide various artifacts from our study directly in the appendices of this document, as well as hosted on the
Open Science Foundation (OSF).

A.1 Survey instrument
The pre-study questionnaire is available in Appendix E. The main study questionnaire is reported in Appendix F.

We provide screenshots of the AI chatbot auditing tool in Appendix C. A copy of the consent forms is provided
on https://osf.io/j3wsr/?view_only=444a9fd1303e407d9ad491d1af4ad68a.

• Consent form pre-study:
consent_pre_screener_anon.pdf

• Consent form main study:
consent_main_study_anon.pdf

A working copy of the AI chatbot auditing tool is provided via Docker images on https://osf.io/j3wsr/?view_
only=444a9fd1303e407d9ad491d1af4ad68a. Please note that we added additional interfaces to the Docker images
that allow configuration. In the study, the AI chatbot tool was embedded into the survey itself as a React
component. The inference engine in our research was hosted on a GPU cluster provided by Tel Aviv University.
We cannot offer public unrestricted access to the inference engine used in our survey for security and economic
reasons.

• Docker images and files for chatbot interface:
chatbot_osf.zip

A.2 Response data and AI chatbot conversations
The participants’ response data and AI chatbot conversations are available on https://osf.io/j3wsr/?view_only=
444a9fd1303e407d9ad491d1af4ad68a.

Please note that we do not share raw demographic data to protect our participants from re-identification in
case they also participated in other studies on the Prolific platform or if other public data sets about them may be
available.
Both response data and the conversations have been manually reviewed to remove potentially identifying

information.

• Response data to survey questions:
data_survey_response_data.csv

• AI chatbot conversations:
data_ai_chatbot_conversations.csv

A.3 Codebooks
All codebooks created and used during qualitative analysis of participants’ conversations and feedback are
available on https://osf.io/j3wsr/?view_only=444a9fd1303e407d9ad491d1af4ad68a.

• Codebook conversation topics (Sec. 5.1.2):
codebook_conversation_topics.csv

• Codebook issues participants sought to uncover (Sec. 5.1.3):
codebook_issues_sought_to_uncover.csv

• Codebook reported problems and issues (Sec. 5.1.4):
codebook_negative_aspects_reported.csv
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• Codebook positive aspects (Sec. 5.1.5):
codebook_positive_aspects_reported.csv

A.4 Statistical analysis
We provide more detailed descriptive statistics of the continuous measurement instruments and regression tables
in Appendix D. The Jupyter Notebook used for statistical analysis is available on https://osf.io/j3wsr/?view_only=
444a9fd1303e407d9ad491d1af4ad68a.

• Analysis script used for Sec. 5.1.6 and Sec. 5.2:
analysis_main_study_osf.ipynb

B Participant demographic details

Table 1. Participant demographic data (N = 254).

Age Group %
24 and below 13.7
25–34 14.9
35–44 16.9
45–54 17.6
55–64 22.4
65 and above 14.5

Gender %
Female 54.5
Male 42.4
Non-binary 2.8

Ethnicity %
Black/Afr.-American 12.6
LatinX/Hispanic 4.7
Indian subcontinent 0.8
Other/ Mixed 22.4
White 59.6

Political Affiliation %
Democrat 31.9%
Independent 40.2%
Republican 28.0%

Other Variables %
Disability Status 16.9
Non-Heterosexual 25.9
Transgender 0.8

Education %
High school or lower 22.8
Associate’s degree 17.7
BA or MA degree 53.9
Professional degree 5.1

Annual Income %
$0–49,999 18.6
$50k–129,999 49.1
$130k+ 19.2

Chatbot Usage Freq. %
Never 2.0
< Once/month 7.8
Once/month 9.8
Once/week 16.9
> Once/week 38.4
Daily 25.1

Note: N/As omitted
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C Screenshots AI chatbot auditing tool

(a) Chatting with the AI chatbot. Principles were collapsible
and randomly ordered for every audit.

(b) Rating the AI output based on three statements with Likert-
type response options.

(c) Highlight passages in the message that were considered
problematic (if any).

(d) Explain what is problematic about the highlighted outputs
or not problematic in case of no highlighted outputs.

Fig. 4. Screenshots of the AI chatbot auditing tool across different stages.
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D Regression tables and descriptive statistics

Table 2. Multiple linear regression predicting conversation length.

Predictor p p𝐹𝐷𝑅 𝛽 SE

Mean Conversation Length ∼ Trust𝑝𝑟𝑒 + Risk𝑝𝑟𝑒 + Fairness𝑝𝑟𝑒 + ATAI + SUS

Trustpre .049 .222 -0.203 0.103
Riskpre .582 .588 -0.042 0.076
Fairnesspre .374 .588 0.091 0.102
ATAI .089 .222 0.126 0.074
SUS .588 .588 0.035 0.065

Table 3. Scales descriptive statistics, internal consistency, and inter-scale correlations.

# Scale Source 𝒙 SD 𝜶 1 2 3 4 5 6

1 Fairpre [82] 3.44 .69 .87 Inter-scale correlations 𝑟
2 Fairpost [82] 3.64 .80 .93 .74∗∗∗
3 Riskpre [82] 2.33 .76 .84 −.54∗∗∗ −.50∗∗∗
4 Riskpost [82] 2.07 .79 .87 −.42∗∗∗ −.60∗∗∗ .54∗∗∗
5 Trustpre [82] 3.23 .76 .87 .77∗∗∗ .68∗∗∗ −.52∗∗∗ −.47∗∗∗
6 Trustpost [82] 3.34 .80 .89 .73∗∗∗ .82∗∗∗ −.48∗∗∗ −.54∗∗∗ .86∗∗∗
7 ATAI [73] 2.95 .90 .82 −.47∗∗∗ −.43∗∗∗ .34∗∗∗ .29∗∗∗ −.50∗∗∗ −.48∗∗∗

Note. 𝑥 : mean; SD: Standard Deviation; 𝛼 : Cronbach’s Alpha; 𝑟 : Pearson’s Correlation; ***:
𝑝 < .001
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Table 4. Logistic regression predicting whether a conversation gets flagged.

Predictor Coding / Notes p OR OR 95% CI AME

𝐹𝑙𝑎𝑔𝑔𝑒𝑑 (𝑁𝑜 |𝑌𝑒𝑠 ) ∼ 𝑅𝑖𝑠𝑘𝑝𝑟𝑒 +𝑇𝑟𝑢𝑠𝑡𝑝𝑟𝑒 +𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝑉𝑎𝑟𝑠

Trust [82] Continuous .0006 0.510 [0.35, 0.75] −.133
Risk [82] Continuous .0002 1.940 [1.37, 2.75] .131
Computer Science Background 1 = Yes, 0 = No .999 1.00 [0.53, 1.90] 0.00
Chatbot Use ≥ Once/Week 1 = Yes, 0 = No .338 1.36 [0.73, 2.52] 0.06
Age 1 = Median or older .187 0.67 [0.37, 1.22] −0.08
University Degree 1 = Yes, 0 = No .797 1.08 [0.60, 1.95] 0.02
Income 1 = ≥Median .591 1.19 [0.62, 2.29] 0.04
Ethnicity 1 = Not White, 0 = White .421 1.29 [0.70, 2.37] 0.05
Gender 1 = Not Male, 0 = Male .066 0.58 [0.32, 1.04] −0.11
Sexual Orientation 1 = Non-Hetero, 0 = Hetero .364 0.72 [0.36, 1.46] −0.06
Political Affiliation 1 = Democrat, 0 = Other .941 1.02 [0.56, 1.88] 0.00
ATAI [73] Continuous .019 0.62 [0.42, 0.92] −0.09

𝐹𝑙𝑎𝑔𝑔𝑒𝑑 (𝑁𝑜 |𝑌𝑒𝑠 ) ∼ 𝑅𝑖𝑠𝑘𝑝𝑟𝑒 + 𝐹𝑎𝑖𝑟𝑛𝑒𝑠𝑠𝑝𝑟𝑒 +𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝑉𝑎𝑟𝑠

Fairness [82] Continuous .0092 0.608 [0.42, 0.88] −.100
Risk [82] Continuous .0001 1.975 [1.39, 2.80] .137
Computer Science Background 1 = Yes, 0 = No .811 0.93 [0.49, 1.74] −0.02
Chatbot Use ≥ Once/Week 1 = Yes, 0 = No .387 1.31 [0.71, 2.43] 0.05
Age 1 = Median or older .111 0.62 [0.34, 1.12] −0.10
University Degree 1 = Yes, 0 = No .984 0.99 [0.55, 1.78] 0.00
Income 1 = ≥Median .696 1.14 [0.60, 2.15] 0.03
Ethnicity 1 = Not White, 0 = White .653 1.15 [0.63, 2.08] 0.03
Gender 1 = Not Male, 0 = Male .083 0.60 [0.33, 1.07] −0.10
Sexual Orientation 1 = Non-Hetero, 0 = Hetero .387 0.74 [0.37, 1.47] −0.06
Political Affiliation 1 = Democrat, 0 = Other .757 1.10 [0.60, 2.01] 0.02
ATAI [73] Continuous .055 0.69 [0.47, 1.01] −0.08

E Pre-Screener Survey Instrument
Consent and Prolific ID
Dear Prolific user, Welcome to Part 1 of our multi-part study on AI Chatbots and AI assistants! Your experiences
and opinions will help us understand how we can make AI systems better for everyone.
A consent form is shown, and consent must be given to continue.
(1) Do you consent to participating in this study?

• Yes, continue to the survey. • No, return to Prolific.

(2) Please input your Prolific ID below (note: this text-box should auto-populate)
(3) Do you have a desktop computer or laptop you can use for the main study?
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• Yes, continue to the survey. • No, return to Prolific.

(4) Do you agree to be invited to our main study? (Invite via Prolific)

• Yes, I agree to be invited to the main study. • No, I do not want to be invited to the main study.

A Usage
(1) AI chatbot usage product
Which, if any, of the following AI chatbots or AI assistants have you used in the past three months? Please
check all that apply.

• ChatGPT
• Bing AI
• Gemini by Google
• Bard by Google
• Claude by Anthropic
• Copilot by Microsoft
• Perplexity
• YouChat
• OpenAI Playground
• HuggingChat

• Sparrow by DeepMind
• ChatSonic
• PDF.AI
• Other, please specify: ___________
• I have used an AI chatbot or AI language tool in
the past three months, but I do not remember what
it was.

• I have not used an AI chatbot or AI language tool
in the past three months.

(2) AI chatbot usage task
Which, if any, of the following have you used an AI chatbot or AI language tool to do or assist you with in
the past three months? Please check all that apply.
• Answer a question, using the chatbot instead of a search engine
• Have it explain something
• Write, re-write, or edit something to accomplish a task
• Come up with ideas, e.g., for work, school, or private purpose
• Have it summarize a longer piece of text
• Get recommendations, such as where to go eat and so on
• Have a conversation with someone
• Translate something from one language to another
• Generate computer code
• Come up with travel plans
• Other: ___________
• No particular task, I just wanted to see what it was like
(3) Frequency usage of AI chatbots
How often do you use an AI chatbot or AI language tool?

1 - Every day
2 - More than once a week
3 - Once a week

4 - Once a month
5 - Less than once a month
6 - Never

B Attitudes
Your general attitude towards artificial intelligence (AI).
How strongly do you agree or disagree with the following statements about AI?
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(1) I fear artificial intelligence.
(2) I trust artificial intelligence.
(3) Artificial intelligence will destroy humankind.
(4) Artificial intelligence will benefit humankind.
(5) Artificial intelligence will cause many job losses.
Participants indicated their response on the following scale:

1 - Strongly disagree
2 - Disagree
3 - Somewhat disagree

4 - Somewhat agree
5 - Agree
6 - Strongly agree

C Demographics
(1) Do you have a background in computer science? (e.g., study, work, or both)

• Yes • No

(2) What is your gender? Check all that apply.

• Male
• Female
• Non-binary / third gender

• I identify with a different description of my gen-
der, not listed

• Prefer not to answer

(3) Do you identify as transgender?

• Yes • No • Prefer not to answer

(4) How would you describe your sexual orientation? Check all that apply.

• Allosexual
• Asexual
• Bisexual
• Gay
• Lesbian
• Queer
• Heterosexual
• Homosexual

• Monosexual
• Pansexual/uid
• Polysexual
• Questioning
• I have a different description for my sexual ori-
entation, not listed above

• Prefer not to answer

(5) What racial or ethnic groups do you identify with? Check all that apply.
• American Indian or Alaska Native
• Black or African-American
• East or Southeast Asian
• Indian subcontinent (including Bangladesh, Bhutan, India, Maldives, Nepal, Pakistan, and Sri Lanka)
• LatinX, Latino, Hispanic or Spanish Origin
• Middle Eastern or North African
• Native Hawaiian or other Pacific Islander
• White
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• Other
• Prefer not to answer

(6) What is your age?
(7) What is the highest level of education you have completed?

• High school or lower, e.g., degree/diploma or
GED

• Associate’s degree
• Bachelor’s degree

• Master’s degree
• Professional degree (MD, PhD, JD, etc.)
• Prefer not to answer

(8) What is your total household annual income?

• $0 to $19,999
• $20,000 to $49,999
• $50,000 to $89,999
• $90,000 to $129,999

• $130,000 to $149,999
• $150,000 or more
• Prefer not to answer

(9) Do you identify with having any disability?

• Yes • No • Prefer not to answer

(10) Is English your first language?

• Yes • No • Prefer not to answer

If “No” was selected in the previous question
(11) What is your first language?

[Free text]
D Conclusion
(1) Is there any feedback you want to provide us?

[Free text]

F Survey Instrument and Audit Form
Consent and Prolific ID
Welcome to our survey on AI Chatbots and AI assistants! Your experiences and opinions will help us understand
how we can make AI systems better for everyone. In the following, we explain the contents of the study and how
we respect your privacy.
A consent form is shown, and consent must be given to continue.
(1) Do you consent to participating in this study?

• Yes, continue to the survey. • No, return to Prolific.

(2) Please input your Prolific ID below (note: this text-box should auto-populate)
A Usage

(1) AI chatbot usage product To get started, we would like to ask you one more time about your usage of
AI chatbots and AI assistants in the past three months. Please answer the following questions.
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• ChatGPT
• Bing AI
• Gemini by Google
• Bard by Google
• Claude by Anthropic
• Copilot by Microsoft
• Perplexity
• YouChat
• OpenAI Playground
• HuggingChat

• Sparrow by DeepMind
• ChatSonic
• PDF.AI
• Other, please specify: ___________
• I have used an AI chatbot or AI language tool in
the past three months, but I do not remember what
it was.

• I have not used an AI chatbot or AI language tool
in the past three months.

(2) AI chatbot usage task
Which, if any, of the following have you used an AI chatbot or AI language tool to do or assist you with in
the past three months? Please check all that apply.
• Answer a question, using the chatbot instead of a search engine
• Have it explain something
• Write, re-write, or edit something to accomplish a task
• Come up with ideas, e.g., for work, school, or private purpose
• Have it summarize a longer piece of text
• Get recommendations, such as where to go eat and so on
• Have a conversation with someone
• Translate something from one language to another
• Generate computer code
• Come up with travel plans
• Other: ___________
• No particular task, I just wanted to see what it was like

B Attitudes
The items in this section were shown both before and after the interaction with the AI chatbot.
Thank you! In the following, we would now like to learn more about your experience with AI chatbots and
AI assistants, and what you think about them.

(1) Risks
"Please think about your experience with AI chatbots on the internet and in this study. In your opinion,
how likely is it that an AI chatbot generates the following outputs?

(1) Outputs that reproduce, contain, or reinforce harmful stereotypes of specific groups of people?
(2) Outputs that are less helpful in certain languages or dialects?
(3) Outputs that disseminate or reproduce false or misleading information?
(4) Outputs that reproduce or reinforce norms and values that exclude specific groups of people, such as

exclusionary language?
(5) Outputs that contain swear words, curse words, or other obscene or profane language?
(6) Outputs that contain threatening language, such as encouraging violence or harm, including self-harm?
Participants indicated their response on the following scale:

1 - Very unlikely
2 - Unlikely
3 - Neutral

4 - Likely
5 - Very likely
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(2) Trust
Please think about your experience with AI chatbots. In your opinion, to what extent do you agree or
disagree with the following statements about AI chatbots?

(1) I believe that AI chatbots will act in my best interest.
(2) I believe that AI chatbots will do their best to help me if I need help.
(3) I believe that AI chatbots are interested in understanding my needs and preferences.
(4) If I use AI chatbots, I think I would be able to depend on them completely.
(5) I can always rely on AI chatbots for the things I use them for.
(6) I can trust the information presented to me by AI chatbots.
Additional item:
• (Attention check) I work twenty-eight hours in a typical day.
Participants indicated their agreement on the following scale:

1 - Strongly disagree
2 - Disagree
3 - Neither agree nor disagree

4 - Agree
5 - Strongly agree

(3) Fairness
Based on your experience, to what extent do you agree or disagree with the following statements on AI
chatbots?

(1) Outcomes generated by AI chatbots are neutral and unbiased.
(2) Outcomes generated by AI chatbots uphold ethical and moral standards.
(3) Outcomes generated by AI chatbots are just.
(4) Outcomes generated by AI chatbots are fair.
(5) Explanations provided about outcomes generated by AI chatbots are honest.
Additional item:
• (Attention check) I work fourteen months in a year.
Participants indicated their agreement on the following scale:

1 - Strongly disagree
2 - Disagree
3 - Neither agree nor disagree

4 - Agree
5 - Strongly agree

C Conversation Auditing Form
The following survey items were shown to participants after each conversation.

(1) The AI chatbot’s responses in this conversation were problematic.
(2) The AI chatbot’s responses in this conversation were questionable.
(3) The AI chatbot’s responses in this conversation were unfair.

Participants indicated their agreement on the following scale:

1 - Strongly disagree
2 - Disagree
3 - Neither agree nor disagree

4 - Agree
5 - Strongly agree

D Conversation Auditing Highlighting
Participants were shown the entirety of their conversation.
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(1) Please highlight parts of the AI output that you think are problematic, unfair, or biased. You can highlight
multiple parts per AI output. (In case you didn’t find any part of the output to be problematic, you can
proceed to the next page.)

Participants were then shown all of their highlighted passages.
(2) Please explain what is problematic about those outputs

[Free text]
(3) What kinds of biases/harms/problems are present in this output?

[Free text]
E Post-Interaction and Self-Assessment
The following survey items were shown to participants after all their conversations were completed.

(1) What problematic or questionable outputs were you trying to uncover with your prompts in the audit?
[Free text]

(2) What were your strategies you used to audit the AI chatbot?
[Free text]

(3) In your own view, how appropriate were the prompts you used for auditing AI chatbots for fairness, bias,
and problematic outputs thoroughly?

1 - Not appropriate at all
2 - Slightly appropriate
3 - Moderately appropriate

4 - Very appropriate
5 - Extremely appropriate

(4) How would you rate the overall effectiveness of your prompts to audit AI chatbots for fairness, bias, and
problematic outputs thoroughly?

1 - Very ineffective
2 - Ineffective
3 - Neither effective nor ineffective

4 - Effective
5 - Very effective

(5) Would you recommend using your prompts for educational purposes on how to audit AI chatbots for
fairness, bias, and problematic outputs thoroughly?

1 - Definitely not
2 - Probably not
3 - Not sure

4 - Probably yes
5 - Definitely yes

(6) How confident are you that you succeeded in auditing the AI chatbot thoroughly?

1 - Not at all confident
2 - Slightly confident
3 - Somewhat confident

4 - Quite confident
5 - Extremely confident

(7) Why do you think your prompts were effective or ineffective at uncovering problematic or questionable
behavior by the AI chatbot?
[Free text]
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F System Usability Survey
The following survey items were shown to participants after all their conversations were completed.
Please consider your interaction with the AI Chatbot & Auditing System in this study. To what extent do
you agree or disagree with the following statements?

(1) I think that I would like to use this system frequently.
(2) I found the system unnecessarily complex.
(3) I thought the system was easy to use.
(4) I think that I would need the support of a technical person to be able to use this system.
(5) I found the various functions in this system were well integrated.
(6) I thought there was too much inconsistency in this system.
(7) I would imagine that most people would learn to use this system very quickly.
(8) I found the system very cumbersome to use
(9) I felt very confident using the system.
(10) I needed to learn a lot of things before I could get going with this system.

Participants indicated their agreement on the following scale:

1 - Strongly disagree
2 - Disagree
3 - Neither agree nor disagree

4 - Agree
5 - Strongly agree
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