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Abstract

Public and academic discourse on the safety of conversa-
tional agents using generative Al, particularly chatbots, often
centers on fairness, trust, and risk. However, there is limited
insight into how users differentiate these perceptions and
what factors shape them. To address this gap, we developed
a survey instrument based on previous work. We conducted
an exploratory study using factor analysis and latent class
analysis on survey responses from n = 123 participants in the
U.S. to offer an initial attempt at measuring and delineating
the dimensionality of these safety perceptions. Latent class
analysis revealed three distinct user groups with sometimes
counterintuitive perception patterns: The Hesitant Skeptics,
The Cautious Trusters, and The Confident Adopters. We find
that greater usage frequency of Al chatbots is associated with
higher trust and fairness perceptions but lower perceived risk.
Some demographic traits like sexual orientation, income, and
ethnicity also had strong and significant effects on group
membership. Our findings highlight the need for more refined
measurement approaches and a more nuanced perspective
on users’ Al safety perceptions regarding trust, fairness, and
risk, particularly in capturing the kinds of experiences and
interactions that lead users to develop their perceptions.

1 Introduction

Public generative Al chatbots—such as ChatGPT [57], Gem-
ini [21], and DeepSeek [14]—have become the fastest-
growing online services in history [30,59]. Their rapid adop-
tion has sparked debate about their societal and individual
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impact, particularly around safety risks (e.g., privacy, security,
manipulation), fairness, and bias [20,31,36-38,46,55,74].

Concerns about privacy, unfair treatment, biased outputs,
and other issues can undermine trust in these systems [15, 18,
27]. Yet even skeptical users often continue using them [47,
78], highlighting a complex interplay between perceived util-
ity, risk, fairness, and trust [4,37]. Despite growing interest in
understanding public responses to generative Al chatbots, ex-
isting research remains fragmented and largely issue-specific.
Many studies focus on particular risks [19,31], demographic
subgroups [6,22], or specific chatbot features [1]. Moreover,
they are often conducted in highly framed or artificial settings
that may not reflect how the general population experiences
these systems in everyday use [18,27,78].

While these studies offer valuable insights, we argue for
a broader perspective—one that identifies dominant patterns
in how the general population perceives whether Al chatbots
produce risky outputs, act unfairly, or can be trusted in every-
day use. This perspective moves beyond isolated concerns
and draws on behavioral models from privacy, security, and
technology adoption research, which show how perceptions
shape user concerns, intentions, and behavior [4,64]. However,
advancing this work also requires addressing the prevailing
lack of established instruments for measuring safety-related
perceptions in the context of generative Al [3,54,66].

To address this challenge, we conducted an online survey
with 123 U.S.-based users to quantitatively assess safety per-
ceptions of generative Al chatbots. Given that risks are multi-
faceted [74] and that trust and fairness are multidimensional
constructs [3,54, 66], we combined adapted measurement in-
struments from prior research with newly developed items
tailored to concerns specific to generative Al. Through ex-
ploratory factor analysis, we identified core subdimensions
of chatbot safety perceptions. We further used latent class
analysis [56] to uncover distinct user groups based on their
perceptions. To this end, we make the following contributions:

(1) Participants significantly differentiated between discrim-
ination, misinformation, and offensive language as dis-
tinct risk factors in Al chatbot interactions. Overall, these
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risks are perceived as unlikely, with the highest risk be-
ing misinformation and unhelpful outputs.

(2) In terms of trust, opinions varied, and, on average, par-
ticipants neither fully trusted nor distrusted Al chatbots.

(3) Using an adapted fairness scale from organizational re-
search, we find that participants distinguish between
decision-making integrity and politeness when evalu-
ating fairness in Al chatbots. Participants largely agreed
that Al chatbots uphold these fairness aspects. However,
perceptions of fairness appeared to be strongly affected
by trusting chatbots to act in one’s personal interests and
beliefs about misinformation.

(4) We identified three user groups with distinct perceptions
of fairness, trust, and risk: (i) The Hesitant Skeptics
(high-risk, low-trust, low-fairness); (ii) The Cautious
Trusters (medium-risk, high-trust, high-fairness); and
(iii) The Confident Adopters (low-risk, high-trust, high-
fairness). These groups exhibit overlapping perceptions
on some factors, but diverge on others. Al chatbot usage
frequency emerged as the most significant differentia-
tor. Frequent users were more likely to align with the
Confident Adopters, whereas infrequent users were more
likely to align with the Hesitant Skeptics.

Our findings underscore the value of systematically cap-
turing user perceptions in a generalizable manner, enabling
the identification of nuanced differences in how various user
populations perceive Al chatbots and their associated safety
concerns. Usage frequency of Al chatbots was a key differ-
entiator between user groups, with the most frequent users
showing the highest trust and fairness perceptions along with
the lowest risk concerns. Our results also highlight the need
for future research and the development of new measurement
tools for emerging contexts like generative Al conversational
agents. In particular, we illustrate the difficulty and impor-
tance of developing measurement instruments that take into
account sub-constructs of fairness, trust, and risk perceptions.

2 Background

Extensive research in human-computer interaction (HCI) and
human-AlI interaction (HAI) has explored Al-enabled sys-
tems, often defining, conceptualizing, and operationalizing
trust, fairness, and risk to align with the specific objectives
of individual studies. Systematic literature reviews (SLRs)
have highlighted that these definitions are highly context-
dependent [3, 54, 66, 74]. In the following, we provide an
overview of these aspects regarding the study of trust, fair-
ness, and risk in Al more generally and for generative Al
conversational agents in particular.

2.1 User Safety Perceptions of Al

Trust Perceptions Trust in Al has been examined in di-
verse settings, ranging from video game agents [41] to

healthcare [42], recommender systems [65], and algorithmic
decision-making more broadly [32,62,63]. Trust is shaped by
multiple factors, including socioethical considerations, system
design, and individual characteristics [3]. Trust is typically
conceptualized through dimensions such as perceived compe-
tence, reliability, integrity, and benevolence of the Al system,
as well as user vulnerability, with user trust being influenced
by system transparency, explainability [49, 68], ethical and
value alignment, and situational factors [3,54]. Trust in Al sys-
tems is predominantly measured through surveys, with many
studies relying on ad hoc questionnaires [3]. Two notable
exceptions are the validated 12-item Human-Computer Trust
Scale (HCTS) [25] and the 19-item scale developed by Kor-
ber [40]. The HCTS offers a theoretically grounded measure
for trust in “intelligent systems” more broadly, while Kor-
ber’s scale places stronger emphasis on trust in automation.
Beyond self-report instruments, trust has also been assessed
through behavioral indicators, physiological responses (e.g.,
stress levels), and qualitative methods including interviews
and focus groups [3,54].

Fairness Perceptions Fairness in Al research has predom-
inantly focused on algorithmic fairness, aiming to mitigate
unjust, discriminatory, or disparate outcomes in Al-driven
decision-making [51, 66]. Technological approaches define
fairness through probabilities, logic, and mathematical prin-
ciples [11,23,44,69,75], often overlooking human-centered
perspectives. Beyond formal definitions, fairness is also stud-
ied as a human perception, shaped by individual intuition,
affective responses, and social norms [66]. Perceived fairness
is typically examined through four dimensions: distributive
fairness (fairness of outcomes), procedural fairness (fairness
of decision-making processes), interpersonal fairness (respect-
ful and unbiased treatment), and informational fairness (trans-
parency in decision-making) [51,66]. However, substantial
variability exists in the application of these dimensions, with
definitions differing across contexts, particularly regarding
individual versus group fairness [34,38,48].

To measure perceived algorithmic fairness, studies com-
monly expose participants to an algorithmic decision-making
process or outcome and then prompt them to rate its fair-
ness [51,66]. Another common approach to measuring per-
ceived fairness is based on organizational justice research [10],
adapting its original measurement instrument to the Al con-
text [66]. Such scales have been applied across domains, in-
cluding education and Al-driven hiring [2, 32, 48, 67, 72].
Other studies assess fairness indirectly by examining partici-
pant preferences for different Al-mediated processes [66].

Risk Perceptions Research on Al risk perceptions is closely
linked to fairness and trust [38,50,53,60,61,70,71,76]. Much
of this work focuses on bias and its consequences, such as gen-
der discrimination [38], diversity [24], nationality bias [53],
and intersectional harms [67]. Perceived risks in Al often
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stem from how biases shape individual perspectives. For in-
stance, perceptions of algorithmic bias vary based on the
affected social group [38]. Similarly, research on Al trust
and authority reveals differences in user willingness to accept
Al decision-making, as individuals weigh the technology’s
benefits against potential harms [33]. Studies further empha-
size the importance of educating both users and engineers to
contextualize biases and promote fairer Al interactions [76].
Studies also highlight marginalized communities’ concerns.
For example, the limitations of bias bounties in addressing
queer Al harms highlight the need for more inclusive eval-
uation processes [16]. Additionally, studies on algorithmic
harm and blame attribution show that people tend to blame
developers or users for Al-related harm, especially when the
consequences are severe [45]. Privacy and cognitive biases
are also key concerns in Al research. Public perception stud-
ies reveal widespread fears about AI’s impact on privacy,
including data security risks, surveillance, and lack of con-
sent [35]. In decision-making, cognitive biases like anchoring
can shape Al-assisted outcomes, prompting the development
of frameworks to mitigate these effects [61]. Finally, research
on Al risk perception explores fears, anxiety, and harm. Some
studies use validated tools to measure Al-related anxiety in
healthcare and workplaces, while others develop custom risk
perception scales [43,45,77]. However, the lack of a standard-
ized Al risk perception scale hinders consistent evaluation
and cross-context comparisons, limiting the ability to assess
Al-related risks across different settings [77].

Contributions Our study makes three key contributions to
the measurement of user safety perceptions in Al chatbots.
First, we adapt the Human-Computer Trust Scale (HCTS)
to the context of generative Al chatbots, extending its ap-
plicability to this emerging domain. Second, we modify the
fairness scale by Colquitt and Rodell [10] to assess perceived
fairness in Al chatbot interactions. Third, we introduce the
first dedicated measurement instrument for perceived risk in
Al chatbots, distinguishing between risks of discrimination,
misinformation, and offensive language. We provide initial
reliability and validation steps for this scale, laying the ground-
work for future research on Al risk perceptions.

2.2 User Perceptions of Generative Al

Most prior research on Al risk perceptions has focused on non-
generative Al. However, as generative Al gains widespread
adoption, researchers have begun examining user perceptions
of its capabilities, roles, and potential impacts. Studies have
explored what people believe Al can do [15], how they expect
Al to integrate into daily life [39], and their reactions to Al
applications in specific contexts, such as the workplace [12].

Research on generative Al, particularly chatbots, has in-
vestigated bias, harms, fairness, and trust. Venkit et al. [53]
examined nationality bias in GPT-2, finding that the model

amplifies negative bias against certain countries while favor-
ing others, shaping user perceptions of Al-generated content.
Weidinger et al. [74] categorized ethical risks in language
models, including discrimination, misinformation, and inter-
action harms. Gadiraju et al. [19] studied how people with
disabilities assess chatbot-generated language, revealing con-
cerns that Al reinforces stereotypes rather than challenging
them. Participants also feared that AI’s perceived intelligence
could make it appear more credible than it actually is.

The persuasive power of Al-generated content has also
been studied. Jakesch et al. [31] found that co-writing with
opinionated Al subtly influences user viewpoints. Oppenlaen-
der et al. [58] identified widespread misunderstandings about
text-to-image generation. These studies suggest that Al in cre-
ative tasks not only assists users but also shapes their opinions,
expectations, and biases toward Al-generated content.

Regarding trust, Amaro et al. [1] emphasized the need
for transparent evaluation methods in chatbot interactions.
Cabrero-Daniel and Sanagustin Cabrero [6] found that user
characteristics influence trust in generative Al, with adop-
tion depending on individual beliefs. Choudhury and Sham-
szare [8] examined the direct impact of trust on ChatGPT
adoption. Fglstad and Brandtzaeg [18] highlighted the role
of social and human-like characteristics in shaping chatbot
trust. Harrington and Egede [27] studied health-related chat-
bot interactions among Black older adults, identifying trust,
comfort, and relatability as key factors in acceptance.

Contributions Our study extends previous research by inte-
grating trust, fairness, and risk perceptions into a single frame-
work, providing a comprehensive assessment of user safety
perceptions in generative Al chatbots. We introduce a novel
measurement instrument that distinguishes between different
dimensions of safety perceptions. Furthermore, using latent
class analysis, we identify distinct user subgroups based on
their safety concerns, revealing patterns that have been over-
looked in prior research. This approach offers a more nuanced
understanding of how users evaluate generative Al chatbots.

3 Method

To examine fairness, trust, and risk perceptions of users of
Al conversational agents, we administered an online survey
with n = 123 participants from the U.S. in December 2024.
The data were analyzed quantitatively using a combination of
factor analysis, latent class analysis and both descriptive and
inferential statistics. In what follows, we provide details on
ethical considerations, the measurement instrument used, par-
ticipant recruitment and demographics, and the data analysis.

3.1 Ethical Considerations

Our study adhered to strict ethical standards, ensuring partici-
pants provided informed consent before beginning the survey,
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and the research protocol was approved by three independent
Institutional Review Boards (IRBs) of the George Washington
University, University of Maryland, and Tel Aviv University.
Participants were recruited through the online panel Prolific
and compensated $4.00, equivalent to approximately $31.00
per hour based on an average completion time of 7.7 minutes.

To protect participants’ confidentiality, all information was
collected using pseudonyms provided by Prolific. As our study
requires the collection of sensitive demographic data such as
gender identity and sexual orientation, all questions for such
data were voluntary with a “no answer” option. Participants
could choose not to disclose this information without affecting
their compensation or inclusion in the dataset.

3.2 Measurement Instrument

To measure participants’ perceptions of trust, risk, and fairness
in Al conversational agents, we developed a survey instrument
by adapting existing questionnaires from the HCI community
as well as developing novel questionnaires grounded in prior
work. In particular, we screened available systematic literature
reviews (SLRs) on fairness and trust [3, 52, 54,66] to identify
potential psychometric scales for measurement.

Fairness In the absence of validated scales, we created a
fairness measure by adapting the organizational fairness scale
by Colquitt and Rodell [10], which includes 15 categories
reflecting procedural, distributive, informational, and interper-
sonal fairness. To adapt the measurement to generative Al
chatbots, we engaged in an iterative item-generation process,
conducting multiple group discussion with two researchers.
Following multiple rounds of discussion, we developed candi-
date items and narrowed the item set down to 10. We focused
on content validity, i.e., dropping concepts/items that did not
translate to Al chatbots (e.g., “Procedures provide opportuni-
ties for voice”). The final set of measured concepts includes
Bias Suppression, Accuracy, Representativeness, Ethicality,
Equity, Equality, Respect, Propriety, Truthfulness, and Jus-
tification. During this process, the theoretical assumptions
underlying the original sub-constructs were not preserved.
All items measured participants’ agreement using Likert-type
response options ranging from “(1) Strongly Disagree” to “(5)
Strongly Agree”. The full item set is available in Table 1.

Trust To measure trust, we used the validated 12-item
Human-Computer Trust Scale (HCTS) [25], which concep-
tualizes trust across four dimensions: perceived competence,
reliability, integrity, and benevolence. We chose HCTS over
alternatives [40] because the scale was developed specifically
for intelligent systems, is grounded in the Human-Computer
Trust Model, has been validated with Al agents like Apple
Siri, and offers conceptual coverage with greater parsimony.
The HCTS items include a vignette space and are adaptable
to different systems (e.g., “I believe that ___ will act in my

Table 1: Developed instrument on perceived fairness in Al
chatbots informed by Colquitt and Rodell [10]. Scale instruc-
tions: “Based on your experience, to what extent do you agree
or disagree with the following statements on Al chatbots?”

# Item

Fairness: Decision & Integrity

F;  Outcomes generated by Al chatbots are neutral and
unbiased.

F,  Outcomes generated by Al chatbots are based on accu-
rate information.

F3;  Outcomes generated by Al chatbots take into account
concerns of a wide range of different people.

Fs  Outcomes generated by Al chatbots uphold ethical and
moral standards.

Fs  Outcomes generated by Al chatbots are just.

Fs  Outcomes generated by Al chatbots are fair.

Fo  Explanations provided about outcomes generated by
Al chatbots are honest.

Fio Explanations provided about outcomes generated by
Al chatbots are thorough.

Fairness: Politeness

F;  Outcomes generated by Al chatbots are polite and re-
spectful.

Fg  Outcomes generated by Al chatbots refrain from im-
proper remarks or comments.

best interest”). After discussion among three researchers,
we dropped one item for lacking content validity in the Al
chatbot context. All items measured participants’ agreement
using Likert-type response options ranging from “(1) Strongly
Disagree” to “(5) Strongly Agree”. The items are listed in
Table 9 (Appendix C).

Risk To the best of our knowledge, no systematic assess-
ment of perceived risks in generative Al chatbots exists.
Therefore, we developed a measurement instrument tailored
for this purpose. To ensure content validity, we based our
items on a taxonomy of risks posed by language mod-
els (LMs) [74], which categorizes ethical and societal risks to
guide responsible Al development. The taxonomy identifies
21 specific risks, grouped into six categories: Discrimination,
Hate Speech, and Exclusion; Information Hazards; Misinfor-
mation Harms; Malicious Uses; Human-Computer Interaction
Harms; and Environmental and Socioeconomic Harms. The
taxonomy distinguishes between observed risks—those docu-
mented in language model behavior—and anticipated risks—
theoretically plausible but not yet empirically validated. Using
this framework, we developed nine items focused on risks
that users can directly observe in chatbot outputs. We deliber-
ately excluded risks related to Human-Computer Interaction
Harms, Malicious Uses, and Environmental and Socioeco-
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nomic Harms, as these involve abstract, large-scale, or indirect
effects that fall outside the scope of individual interactions
with publicly available systems. Nonetheless, our items still
reflect aspects of these broader categories, such as harmful
stereotypes (HCI harms) and misinformation (malicious use).

A second source for item generation was research on tox-
icity annotation and the impact of rater identity [22]. This
work categorizes harmful language into five dimensions: toxi-
city (rude, disrespectful, or unreasonable language), identity
attacks (negative comments targeting an individual’s iden-

Table 2: Developed instrument on perceived risk in Al chat-
bots informed by Weidinger et al. [74] and Goyal et al. [22].
Scale instructions: “Please think about your experience with
Al chatbots. In your opinion, how likely is it that an Al chatbot
generates the following outputs?”

# Item

Risk: Discrimination

R;  Outputs that reproduce, contain, or reinforce harmful
stereotypes of specific groups of people.

R¢  Outputs that promote harmful stereotypes by implying
gender or ethnic identity.

Rg  Outputs that reproduce or reinforce norms and values
that exclude specific groups of people, such as exclu-
sionary language.

Ri2  Outputs that are inflammatory, stereotyping, insulting,
or negative towards a person or a group of people.

Risk: Offensive Language

R,  Outputs that include threats or language inciting vio-
lence.

R;  Outputs that include profanities, identity attacks, in-
sults, or offensive language.

Ri;  Outputs that contain swear words, curse words, or other
obscene or profane language.

Ri3  Outputs that contain threatening language, such as en-
couraging violence or harm, including self-harm.

Risk: Unhelpful & Misinformation

R3  Outputs that are less helpful in certain languages or
dialects.

R4 Outputs that disseminate or reproduce false or mislead-
ing information.

Rs  Outputs that cause real-world harm by sharing in-
correct information about important topics, such as
medicine or the law.

Ro  Outputs that are less helpful for different social groups.

Item removed due to cross-loadings

Rip Outputs that are negative, discriminatory, or hateful
against a group of people based on criteria including
(but not limited to) race or ethnicity, religion, national-
ity or citizenship, disability, age, or sexual orientation.

tity), insults (inflammatory or derogatory remarks), profanity
(obscene or offensive language), and threats (expressions of
intent to cause harm). The paper itself employed a user study
to validate these categories, making them a suitable foun-
dation for our item development. Based on the definitions
and findings from this study, we generated five items. To re-
fine the measurement instrument, we engaged in an iterative
item-generation process similar to the development of the
fairness measurement, conducting multiple group discussion
with three researchers. All items were formulated as questions
assessing the perceived likelihood of an Al chatbot generat-
ing specific types of harmful outputs. The final measurement
instrument consists of 13 items measured on a Likert-type
scale ranging from “(1) Very Unlikely” to “(5) Very Likely”.
Items are available in Table 2.

3.3 Factor analysis

To explore safety perceptions in generative Al chatbots, we
chose Exploratory Factor Analysis (EFA) as our study repre-
sents an early attempt to quantify these perceptions without an
established measurement model. EFA provides a data-driven
approach to empirically uncover how users differentiate be-
tween trust, fairness, and risk without imposing a predefined
structure. First, we used descriptive statistics to identify items
with low variance or extreme skewness. Then, for each in-
strument, we conducted an EFA following established guide-
lines [26,73]. We assessed the basic factorability assumptions
using the Kaiser—-Meyer—Olkin (KMO) measure of sampling
adequacy, the KMO criterion, and Bartlett’s test of sphericity.
To account for the ordinal nature of the data, we used Spear-
man correlations. We also checked for high (|r| > 0.8) or very
low (|r| < 0.3) pairwise correlations, as well as items with low
item-total correlations |r| < 0.5. Items meeting these criteria
were flagged for redundancy or misalignment. For the previ-
ously validated HCTS scale, we fitted a model to replicate the
original factor structure. For the adapted and self-developed
instruments measuring fairness and risk, we evaluated single-
factor solutions and explored alternative structures using par-
allel analysis and scree plots [29]. We employed oblique
rotation to account for expected correlations between factors.
Items with factor loadings < 0.4 or significant cross-loadings
were removed. Once we determined the factor solution for
each instrument, we assessed internal consistency using Cron-
bach’s alpha (o) and calculated sum scores.

3.4 Identification of User Groups

To categorize Al chatbot users based on their response pat-
terns of perceived fairness, trust, and risk, we conducted a
Latent Class Analysis (LCA) [56]. LCA is a form of fi-
nite mixture modeling and identifies distinct subpopulations
by grouping individuals with similar characteristics. This
method groups individuals based on shared response ten-
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Table 3: Participant demographic data (N=123).

Age Education
18-24 15.5% High school or less  37.4%
25-34 22.8%  Associate’s degree  16.3%
35-44 26.8% Bachelor’s degree  28.5%
45-54 19.5% Master’s degree 11.4%
55-64 8.9% Prof. degree 5.7%
65+ 6.5% I
ncome

Gender $0-19,999 10.6%
Female 49.6% $20k—49,999 28.5%
Male 49.6% $50k—89,999 24.4%
Transgender 1.6% $90k—129,999 17.1%
Other Variables 31281;449’999 I?ZLZO
Disability: Yes 16.3% + a7
Non-Heterosexual  22.0% AI Chatbot Use
Ethnicity N‘ger - ;;‘Za
Black/African-Am. 13.0% < 2hce mont 070

. . Once/month 13.0%
Hispanic 4.9%

. . Once/week 14.6%
Asian Indian 3.3%
White 63.4% > Once/week 40.7%
Other/Mixed 1559 Daily 19.5%

dencies, rather than predetermined demographic categories,
allowing us to detect nuanced combinations of perceptions
that might otherwise remain obscured. LCA estimates the
probability of each observation belonging to different latent
(unobserved) categorical classes. To determine the optimal
number of classes, we began with a single-class model and
incrementally increased the number of classes up to k = 5, to
avoid overly granular distinctions with limited practical value.
Model fit was assessed using multiple fit indices, with a pri-
mary focus on BIC due to its reliability in class selection [56].
In addition, we ran Parametric Bootstrapped Likelihood Ra-
tio Tests (BLRT) [56] to verify that the model fit of a k class
model significantly improved compared to a k — 1 class model.
To select a start seed, we conducted 1000 replications with
different seeds and picked a seed for which model indices
showed the best result. The final LCA was initialized with
500 repetitions to mitigate the risk of local maxima. After
selecting the final number of classes, participant memberships
were assigned based on posterior probabilities. We also veri-
fied that entropy exceeded 0.8 to confirm a low classification
error before finalizing class extraction.

3.5 Participants and Procedure

Participants were recruited via Prolific using the platform’s
balanced sample option to ensure an equal distribution of
female and male participants. The study was administered
online through Qualtrics. It started by asking participants
about their experience with different chatbots, the tasks they

use them for, and how often they have used chatbots in the
past three months. Next, we asked participants to respond to
the scales measuring trust, fairness, and risks, followed by a
demographic section. The average completion time was 7.7
minutes. A total of 133 participants initially completed the
survey. Following data screening, which included attention
checks and verification of response completeness, n = 123
valid and complete responses were retained for analysis. This
sample size generally satisfied sample size requirements for
conducting an EFA, targeting a participant-to-item ratio of
10:1 with expected factor loading > .5 [26]. Demographic
characteristics of the final sample are provided in Table 3. Ap-
proximately 60% of our participants reported using Al chat-
bots multiple times a week. The vast majority reported having
used ChatGPT (87%) or Gemini (53%) before, whereas fewer
participants had experience with other chatbots like Claude
(24%) or Bing Al (20%). The top five tasks our participants
use Al chatbots for are (I) using chatbots instead of search en-
gines (63%), (II) have the chatbot explain something (60%),
(IIT) (re-)write or edit something (55%), (IV) idea genera-
tion (50%), and (V) summarizing long texts (46%).

3.6 Limitations

This study offers an initial exploration of safety perceptions
of Al chatbots, but several limitations must be acknowledged.
First, our sample of 123 U.S.-based participants, while valu-
able, limits the generalizability of the findings to more di-
verse populations. Future research should consider percep-
tions across different cultural and linguistic contexts to better
understand the global scope of Al chatbot safety. Additionally,
our study was highly exploratory, providing insights to inform
future research, though it may lack statistical power. Second,
while latent class analysis identified three distinct user groups,
these categories are not rigid. Individual perceptions may shift
depending on context and experience. Third, while we exam-
ined trust and fairness at a general level, different chatbot
applications (e.g., customer service versus healthcare advice)
may evoke distinct concerns and require distinct measurement
instruments. Despite these limitations, our findings offer valu-
able insights into how users perceive risk, trust, and fairness
in generative Al chatbot interactions and lay the foundation
for future research in this area.

4 Factor Analysis of Safety Perceptions

To examine our participants’ risk, trust, and fairness percep-
tions towards Al chatbots, we executed a factor analysis as
outlined in Sec. 3.2. The basic factorability assumption was
confirmed for all measurement instruments, as all items had
acceptable values for the KMO measure of sampling ade-
quacy and met the KMO criterion. Additionally, Bartlett’s
test of sphericity was significant for all instruments, indicat-
ing that the correlation matrices were appropriate for factor
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analysis. In what follows, we provide further details on the
factor analysis for each measurement instrument and the sub-
constructs identified. To get a nuanced view and understand
potential differences in participant perceptions, we provide
further descriptive and statistical analysis for each instrument.

4.1 Trust Perceptions

The adapted HCTS [25] for measuring participant trust in Al
chatbots proved usable for the purpose of our study, with only
minor issues. Three pairs of items exhibited low pairwise
correlations, and when attempting to replicate the original
four-factor solution, we encountered issues with items on the
“competence” subscale. Specifically, one item loaded onto the
“reciprocity” factor (.63), while another item loaded onto a
separate factor. A parallel analysis suggested a three-factor
solution replicating the original scale’s remaining factors but
leading to the exclusion of the “competence” factor. The three-
factor solution showed adequate loadings and o-reliabilities.
Descriptive statistics are presented in Table 4 and the factor
loadings are reported in Table 10 (Appendix C).

The first factor, Trust: Benevolence (3 items), reflects par-
ticipants’ perceptions of the chatbot’s ability to provide ad-
equate, effective, and responsive assistance. It is understood
as the belief that the technology can help users attain their
specific goals by offering support that aligns with their needs.
An example item is, “I believe that Al chatbots will do their
best to help me if I need help.”

The second factor, Trust: Low Personal Risk (3 items), cap-
tures participants’ concerns regarding the potential negative
consequences of their actions when interacting with Al chat-
bots. This factor reflects a broader apprehension about the
risks involved in trusting Al systems, such as uncertainties
and possible adverse outcomes associated with the engage-
ment with Al systems. An example item is, “I believe that
there could be negative consequences when using Al chatbots.”
Items were reverse coded.

The third factor, Trust: Reliability (3 items), captures users’
perceptions of the dependability and consistency of Al chat-

bots. This factor reflects the extent to which users believe
they can rely on Al systems to provide accurate, consistent,
and trustworthy responses over time. For example, an item
like, “If I use Al chatbots, I think I would be able to depend
on them completely,” assesses participants’ confidence in the
chatbot’s ability to perform reliably. Additional information
for all items are reported in Table 9 (Appendix C).

Across all three trust factors, measures of central tendency
consistently hover around 3.00, suggesting that, on average,
participants neither tend to trust nor distrust Al chatbots. A
Friedman test revealed significant differences among the three
factors (x2(2) = 27.52, p < .001). Trust in the benevolence
of Al chatbots—whether they act with good intentions—was
rated the highest. In contrast, trust related to personal risk was
lowest. Perceptions of reliability fell between these two as-
pects, with participants showing neither strong confidence nor
outright distrust in the dependability of Al chatbot responses.

4.2 Fairness Perceptions

The correlation analysis of items in our fairness measure
revealed two item pairs with low correlations, though all
items showed adequate loadings in a single-factor EFA. Since
the measure was adapted from organizational fairness re-
search [10], and the theoretical assumptions of the original
sub-constructs were not fully preserved, we conducted a par-
allel analysis to explore alternative factor structures. This
analysis identified a two-factor solution, for which we fitted a
model with satisfactory loadings and Cronbach’s o.. Descrip-
tive statistics are provided in Table 4, and the factor loadings
are listed in Table 11 (Appendix C). The first factor, Fairness:
Decision & Integrity (8 items), reflects participants’ percep-
tions of the transparency and ethical standards upheld by Al
chatbots. The second factor, Fairness: Politeness (2 items),
captures users’ perceptions of the Al chatbot’s respectfulness
and considerate tone in a conversation. Full item details are
reported in Table 1.

Across both fairness factors, responses indicate an over-
all positive perception, with median values tending toward

Table 4: Descriptive statistics of the sum scores for each factor identified in the EFA, including correlations (spearman).

# Factor a X X std min max | 1 2 3 4 5 6 7
1 Risk: Discriminatory 90 2.16 2.00 . 1.0 50

2 Risk: Unhelpful & Misinformation | .85 2.86 3.00 .96 1.0 50| .69

3 Risk: Offensive Language 88 1.69 150 . 1.0 40| .65 .50

4 Trust: Benevolence 82 324 333 86 1.0 50 |-51 -57 -34

5  Trust: Personal Risk 81 280 2.67 . 1.0 50|-39 -51 -28 .48

6  Trust: Reliability 79 292 300 .78 1.5 50| -44 -63 -29 65 .55

7  Fairness: Decision & Integrity 90 340 338 69 15 50| -58 -67 -40 75 50 71

8 Fairness: Politeness .64 388 4.00 2.0 50| -47 -37 -57 45 35 29 55

Note. x: mean, X: median, All correlations significant at p < .001
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agreement. A Wilcoxon signed-rank test revealed a signifi-
cant difference between the two fairness factors, W = 786.5,
p < .001, suggesting that participants distinguish between
the two aspects of fairness in Al chatbots identified in our
factor analysis. Fairness in decision-making and integrity re-
ceived generally favorable ratings, indicating that participants
perceive Al chatbots as relatively fair in their judgments and
ethical considerations (¥ = 3.38). Politeness, on the other
hand, was rated even higher, with a median of ¥ = 4.00 and
a minimum of 2.00. This emphasizes participants’ strong
impression that Al chatbots are generally perceived as polite.

4.3 Risk Perceptions

The pairwise correlation analysis of our developed risk mea-
sure revealed four item pairs with low correlations, though all
items showed adequate loadings in a single-factor EFA. To
assess potential multidimensionality, we conducted a parallel
analysis, which indicated a meaningful three-factor solution.
This solution yielded adequate factor loadings (with one ex-
ception) and satisfactory Cronbach’s o reliabilities for the
extracted sub-constructs. Descriptive statistics are shown in
Table 4, and factor loadings are reported in Table 12 (Ap-
pendix C).

The first factor, Risk: Discriminatory (4 items), captures
concerns that Al chatbots may perpetuate or reinforce stereo-
types. The second factor, Risk: Unhelpful & Misinformation
(4 items), reflects the potential for chatbots to produce false,
misleading, or incomplete information and to be less help-
ful for certain languages or dialects. The third factor, Risk:
Offensive Language (4 items), pertains to outputs contain-
ing offensive, inappropriate, or harmful language. Full item
details are provided in Table 2.

A Friedman test revealed significant differences among the
three risk factors, x> (2) = 150.44, p < .001, indicating that
participants’ perceptions of risk varied across the identified
sub-constructs. Median ratings ranged from % = 1.5 for Risk:
Offensive Language, to ¥ = 2.0 for Risk: Discriminatory, and
X = 3.0 for Risk: Unhelpful & Misinformation. These results
suggest that, overall, participants perceived the assessed risks
as relatively unlikely, with the strongest divergence in percep-
tions occurring around unhelpful outputs and misinformation.

4.4 Inter-Factor Correlation Analysis

When comparing the sum scores of the eight identified factors,
we found significant and meaningful correlations both within
and across constructs (cf. Table 4). Each factor showed at
least moderate (.40 < |r| < .59) to strong (.60 < |r| < .79)
positive correlations with other factors of the same construct,
reinforcing their internal consistency. Additionally, risk fac-
tors negatively correlated with both trust and fairness factors,
while trust and fairness were positively correlated, aligning
with theoretical expectations.

When focusing on strong correlations between factors of
different construct, we find that the factor Fairness: Decision
& Integrity exhibits particularly strong negative correlations
with Risk: Unhelpful & Misinformation, as well as partic-
ularly strong positive correlations with Trust: Benevolence
and Trust: Reliability. This indicates that participants who
perceived chatbot decisions as fair were less likely to view
them as sources of misinformation and were more likely to
trust them. These results suggest that fairness perceptions are
closely linked to both trust and risk assessments, underscoring
the interconnected nature of these constructs in shaping user
safety perceptions of Al chatbots.

4.5 Summary

Our exploratory factor analysis examined participants’ safety
perceptions of Al chatbots in terms of trust, fairness, and risk,
uncovering significant differences and nuances across these
aspects. Trust was divided into benevolence, personal risk,
and reliability, with benevolence rated highest and personal
risk lowest. Fairness perceptions split into decision integrity
and politeness, with politeness receiving significantly higher
ratings. Risk perceptions showed clear distinctions among
concerns about discrimination, misinformation, and offensive
language, with misinformation standing out as the most promi-
nent worry. Still, participants tended to assign low likelihoods
to the presence of any of the studied risks and generally agreed
that chatbots are trustworthy and produce fair outputs. Impor-
tantly, our findings highlight the nuanced ways participants
perceive these aspects, rather than treating trust, fairness, and
risk as singular concepts.

5 User Groups & Latent Class Analysis

Our factor analysis revealed distinct sub-constructs within
trust, fairness, and risk perceptions, highlighting the nuances
in how participants evaluate Al chatbots. However, these per-
ceptions are not uniform across all users and different indi-
viduals may hold systematically different attitudes toward
chatbot safety. To identify user groups, we conducted a La-
tent Class Analysis (LCA) as detailed in Section 3.4. While
the fit indices favored a five-class solution, the Bootstrapped
Likelihood Ratio Test (BLRT) showed no significant improve-
ment beyond three classes (cf. Table 5). Prioritizing utility
and interpretability, we selected the three-class model. A to-
tal of 115 out of 123 participants (93.5%) were assigned to
one of these three classes with high probability (> .9), indi-
cating a clear and reliable classification based on the eight
constructs of perceived risk, fairness, and trust. We then ran
Kruskal-Wallis tests to assess group differences across each
of the eight constructs, returning significant results, indicat-
ing that participants’ perceptions of all of these factors vary
considerably between groups. We followed up with Dunn’s
post-hoc test, applying the Bonferroni correction for multiple
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comparisons to identify which specific group comparisons
were significant. The statistics for these differences are shown
in Table 6 and Fig. 1.

To examine the demographic factors linked to class mem-
bership, we estimated three logistic regression models, to
compare each class with the union of the remaining classes.
For each model, class membership was regressed onto eight in-
dependent variables: Al chatbot usage frequency, age, level of
education, income, ethnicity, gender, presence of a disability,
and sexual orientation. Prior to model estimation, we verified
the absence of multicollinearity by calculating variance infla-
tion factors (VIF) and checking for high correlations among
the independent variables. A G*Power [17] sensitivity analy-
sis (a0 = .05, power = .8) showed that effects with OR > 2.9
and OR < .35 respectively could be reliably detected. Table 7
shows participants’ distributions across the independent vari-
ables, as well as the results of the regression analysis. Based
on the demographic and perceptual differences, we assigned
each identified user group a descriptive name to make the
findings more tangible.

5.1 The Hesitant Skeptics (HS, n=37)

Safety Perceptions. The Hesitant Skeptics are characterized
by significantly the lowest overall trust and fairness percep-
tions compared with the other two classes. Their average risk
scores for discriminatory content and misinformation are also
the highest among the groups (both significant), with medians
X > 3, indicating stronger concerns compared to the other
two groups. Meanwhile, their median scores for trust and fair-
ness remain X < 3, reflecting a general disagreement with the
trustworthiness and fairness of Al chatbots.

Demographics. The Hesitant Skeptics are defined in part
by their relatively low engagement with Al chatbots: only 41%
report frequent usage, significantly fewer than in the other
classes (OR = 0.271, p = .004). They are also substantially
more likely to identify as non-heterosexual compared to the
other two groups (OR = 5.325, p = .004). Further, this group
shows trends toward lower non-White representation (OR =
0.358, p = .044) and lower income (OR = 0.361, p = .046),
though these fall just outside reliable detection thresholds,
and should thus be interpreted as suggestive.

5.2 The Confident Adopters (CA, n=44)

Safety Perceptions. The Confident Adopters group exhibits
the highest levels of trust and fairness, with the lowest con-
cerns about risks. The group clearly delineates from the other
to groups in significantly overall lower risk perceptions. Es-
pecially the risk of discrimination and offensive language
is assessed as extremely unlikely. Compared to the Hesitant
Skeptics, the group also has significantly higher trust and
fairness perceptions. Compared to the third group, however,

Table 5: Comparison fit indices LCA models.

# of classes BIC LogLL p-value
2 2214.340 -8.356 <.001
3 1764.613 -6.195 <.001
4 1736.438 -5.748 200
5 1609.833 -4.901 <.001

Note. p-values were estimated using the Bootstrapped Likeli-
hood Ratio Test (BLRT) [56]. Non-significance indicates that
a k class model does not significantly improve in fit compared
to the k — 1 class model.

the Cautious Trusters, this group only exhibits significantly
higher perceptions of Al chatbots being polite.

Demographics. This group has the highest proportion of
frequent chatbot users (OR = 2.999, p = .014), with two-
thirds using Al chatbots more than once a week. They also
have a significantly higher likelihood of reporting above-
average income (OR = 2.954, p = .027) and the group is less
likely to include non-heterosexual participants (OR = 0.281,
p = .032). Participants in this group also tend to be younger
(OR = 0.418, p = .044) and more likely to identify as non-
White (OR = 2.499, p = .044); however, both effects fall just
outside the sensitivity threshold and should be interpreted as
suggestive rather than robust.

5.3 The Cautious Trusters (CT, n=42)

Safety Perceptions. The Cautious Trusters hold mixed per-
ceptions, positioning them between the Hesitant Skeptics
and the Confident Adopters. They report significantly higher
trust and fairness than the Hesitant Skeptics but show no
meaningful and insignificant differences from the Confident
Adopters (.00 < |8z| < .32), except for significantly lower per-
ceptions of politeness compared to the Confident Adopters.
For risk perceptions, they view Al chatbots as significantly
less risky than the Hesitant Skeptics but more risky than the
Confident Adopters. The only exception is Risk: Offensive
Language, where their perception aligns with the Hesitant
Skeptics (|8z| = .12). Overall, this group sees risks as un-
likely but not negligible. Their trust and fairness perceptions
resemble the Confident Adopters, yet they perceive slightly
greater personal risk. They occupy a middle ground, neither
fully trusting nor fully distrusting Al chatbots.

Demographics. We did not find significant differences in
odds ratios between this group and the union of the other
two groups, suggesting that the Cautious Trusters represent
a more average user group. This is further supported by the
odd ratios either being close to OR=1, and the demographic
distributions to either align with those of the other groups or
fall in between the two.
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Table 6: Descriptive statistics of the sum scores for each factor identified in the EFA by LCA class.

Hesitant Skeptics | Cautious Trusters | Confident Adopters

LCA Class (HS) (n=37) (CT) (n=42) (CA) (n=44) Kruskal-Wallis

# Factor | = % sd| X % std| X X std | p H n?
1 Risk: Discriminatory 3.15 3.00 .75 206 200 .61 143 1.25 48 | <001 73.6 .59
2 Risk: Unhelpful & Misinformation | 3.80 3.75 .49 | 276 275 .70 | 2.16 2.00 .82 | <001 604 .49
3 Risk: Offensive Language 229 200 .74 189 1.88 .55 | 1.00 1.00 .00 | <.001 87.7 .70
4 Trust: Benevolence 250 267 .73 |354 3.67 .57 | 358 3.50 .83 | <001 39.8 .31
5 Trust: Personal Risk 214 233 62302 3.00 .72 |3.14 3.00 1.00 |<.001 30.0 .23
6  Trust: Reliability 224 200 49 323 350 .61 319 3.12 77 | <001 41.6 .32
7  Fairness: Decision & Integrity 268 275 44371 375 41| 371 3.5 .61 | <001 603 .28
8  Fairness: Politeness 332 350 .58 |3.88 4.00 .60 | 434 450 70 | <001 392 30

Note. X: mean, X: median
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Figure 1: Boxplots displaying the distribution of the sum scores of various perceptions by latent class. Each boxplot compares
the distributions of these variables across different classes, with the black markers indicating the median values for each cluster.
The y-axis represents the scale of responses (1-low, 5-high), and the x-axis denotes the latent class groupings.

Table 7: Participant distributions per class and logistic regression results.
| Participant distributions | HS vs CT & CA | CT vs HS & CA | CA vs HS & CT

Independent variables | HS CT CA | OR p | OR p | OR p

Usage Frequency Al Chatbots: High 41% 62% T5% 0271  .004 1.116 787 2999  .014
Age: Median and older 54% 57% 43% 1.522 360 1.595 251 0418 .044
University Degree: Yes 38% 55% 43% 0.940 .899 1.980 .119 0.505  .137
Income: Median and higher 49% 62% 70% 0.361  .046 0.860  .740 2954  .027
Ethnicity: Non-White 27% 36% 45% 0.358  .044 0.947  .897 2499 044
Gender: Female 54% 40% 55% 1.520 358 0.538 .122 1.498  .338
Disability Status: Yes 2% 14% 14% 1.088  .887 0.905 .86l 0915  .885
Sexual Orientation: Non-Hetero 35% 17% 16% 5.325  .004 0.647 407 0.281 .032
Transgender: Yes® 5% 0% 0% - - - - - -

Note. OR: Odds Ratio, ?: Excluded from analysis due to n=2 participants only
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5.4 Summary

Our analysis identified three distinct user groups based on
their perceptions of risk, trust, and fairness in Al chatbots: The
Hesitant Skeptics expressed the highest concerns about risks,
particularly regarding discrimination and misinformation, and
had the lowest perceptions of trust and fairness. The Cautious
Trusters exhibited a middle ground, showing moderate risk
concerns and more positive views on trust and fairness, while
the Confident Adopters displayed the lowest risk concerns
and the highest trust and fairness perceptions. Our analysis
suggests that frequent users tend to exhibit higher trust and
fairness perceptions and lower risk concerns, making usage
frequency a key differentiator between groups. We also find
significant effects for sexual identity and age. In conclusion,
the three groups exhibit distinct patterns in their safety per-
ceptions, with the Cautious Trusters serving as a transitional
group between the more skeptical Hesitant Skeptics and the
more trusting Confident Adopters. These findings provide
valuable insights into how demographic and behavioral fac-
tors shape individuals’ trust and perceptions of Al chatbots.

6 Discussion and Conclusions

This study provides important insights into user perceptions
of generative Al chatbots, focusing on key dimensions of
fairness, trust, and risk. Through factor and latent class analy-
ses, we developed initial measurement tools to capture these
perceptions and identified three distinct user groups: The
Hesitant Skeptics, The Cautious Trusters, and The Confident
Adopters. In the following discussion, we summarize our
findings, address their implications, and suggest directions
for future research.

Improved and extended measurement instruments. Our
study addresses a notable lack of robust tools for assessing
how users perceive the safety of Al systems [3, 54, 66] by
offering an initial, exploratory framework for measuring the
distinct dimensions of perceived risk (discrimination, misin-
formation, and offensive language), fairness (decision-making
integrity and politeness), and trust (benevolence, personal risk,
and reliability) in Al chatbots. Our findings demonstrate that
users meaningfully distinguish between multiple subdimen-
sions of risk, fairness, and trust, underscoring the importance
of developing measurement instruments that reflect this mul-
tidimensionality. By delineating subdimensions, we take an
important first step toward developing structured and validated
tools for capturing user perceptions of Al

However, we acknowledge that this approach is prelimi-
nary. For one thing, our measurement framework focuses on
risks and perceptions that emerge during direct user interac-
tions with Al chatbots. As such, we excluded categories of
harm that are abstract, large-scale, or indirect in nature—such
as Human-Computer Interaction harms, malicious uses, and

environmental or socioeconomic impacts [74]. These types of
risks fall outside the scope of individual user experience but
are nonetheless important for broader governance frameworks.
Additionally, we did not address risks posed by chatbots’ an-
thropomorphic qualities, i.e., the attribution of human-like
characteristics, which can positively influence perceptions of
trust and fairness [52, 54], and thereby lead to over-trusting
or over-reliance. Because this is often an implicit cognitive
process that users may not consciously recognize or articulate,
we did not include it in our self-report measures at this point.
Future research should consider incorporating these dimen-
sions into risk assessments, particularly as chatbots become
more embedded in social and institutional contexts.
Furthermore, we encountered structural issues with existing
measurement instruments. The Human-Computer Trust Scale
(HCTS) [25] did not replicate its original factor structure in
our context, leading us to drop one of its subdimensions from
the analysis. Similarly, our fairness construct relied on an
adapted version of a scale developed for organizational justice
[10], not specifically designed for generative Al systems. This
points to a larger issue: current instruments may fail to fully
capture what “fairness” entails in this emerging context.

In addition, our instruments require further validation.
While exploratory factor analysis provides a foundation for
identifying latent constructs, future work should employ
confirmatory factor analysis to assess factor stability and
generalizability in new samples. Validated instruments could
then be incorporated as antecedents in behavioral models to
examine how perceptions shape user concerns, intentions,
and behaviors toward generative Al chatbots [4, 64].

Perceptual differences of fairness, trust, and risk. The dif-
ferences in user safety perceptions observed in our study
suggest a complex interplay of risk, trust, and fairness across
sub-constructs and user groups. For user group differences,
we found indicative trends: risk perceptions appear to follow
a low—medium-high gradient, while trust and fairness percep-
tions show a more binary pattern (low—high). Users tended
to either agree or disagree with statements about Al chatbots
being trustworthy. While response distributions for trust and
fairness subscales differed significantly across groups, the
most substantial variations were seen in average ratings of
different risk subdimensions. In particular, the perceived risk
of offensive language was consistently rated as low across all
groups, while clearer distinctions emerged for other risk types.
The most pronounced divergence concerned unhelpfulness
and misinformation: the Hesitant Skeptics were more likely
to rate these risks as likely, whereas other groups tended to
rate them as less likely. Although we observed distinct trends
between Hesitant Skeptics, Cautious Trusters, and Confident
Adopters, overlaps remained (e.g., perception of offensive lan-
guage). Given our limited sample size and exploratory design,
these group differences should be interpreted cautiously and
warrant further investigation in future research.
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While our study provides preliminary insights into how
users perceive the safety of Al chatbots, its findings may
not generalize to other Al domains. Risk perceptions are
likely influenced by the specific function and context
of the AI system, and chatbot-specific factors—such as
anthropomorphic cues—may shape perceptions of trust and
fairness in ways not applicable to other systems [52,54]. For
instance, Al used in high-stakes decision-making contexts
may invoke trust in institutions or fairness in system design,
rather than interpersonal or behavioral cues. To better
understand the diversity of user safety perceptions, future
studies should replicate and expand this work across different
Al domains and populations, assessing whether similar
subgroup patterns emerge in relation to trust, fairness, and
demographic characteristics.

Fairness and its relationship with trust and risk. Our results
suggest that fairness perceptions are closely linked to both
trust and risk assessments, highlighting the interconnected na-
ture of these factors. However, the way fairness was assessed
in our study warrants further attention. The fairness items,
like those in much prior research [66], were framed in broad
terms (e.g., “Outcomes generated by Al chatbots are fair”).
In contrast, trust-related items focused on the chatbot’s ability
to act in the participant’s personal interest (e.g., “I believe
that Al chatbots will act in my best interest”). This difference
in how the items were framed suggests that participants likely
assessed fairness from a personal perspective, considering
how fair the outcomes felt to them individually.

Participants who felt that AI chatbots provided fair
outcomes may have also trusted that the system was acting
in their best interest. On the other hand, when considering
risks, users’ broader concerns about fairness may not always
align with their individual experiences with chatbots. General
fairness issues, such as algorithmic bias or broader societal
concerns, do not always correspond to the user’s direct
interaction with the system, leading to differing perceptions
of risk. Our study did not investigate whether participants
were aware of broader fairness concerns or which fairness
concept they were applying. Future research should clarify
these distinctions and better define the various dimensions
of fairness, trust, and risk in measurement instruments. This
would improve the accuracy of user perception assessments
and contribute to more effective discussions on Al safety.

Usage frequency and trustworthiness perceptions. One of
the most notable differences between user groups was chatbot
usage frequency. Participants who reported using Al chatbots
more than once a week were significantly more likely to
belong to the Confident Adopters—the group with the highest
trust and fairness ratings and the lowest perceived risk. In
contrast, frequent users were significantly less likely to be
Hesitant Skeptics, who showed the lowest trust and fairness
perceptions and the highest perceived risks.

Overall, our findings partially support the broader idea of
“trust over time,” where repeated interaction fosters trust and
reduces perceived risk [5,9]. This aligns with established
technology acceptance models [13, 28], which suggest that
familiarity and ease of use can positively shape attitudes. Prior
research has also found that frequent chatbot users perceive
fewer security and privacy risks, are more willing to share
information, and take fewer precautions [7].

However, usage alone does not fully explain trust and risk
perceptions. Notably, 41% of Hesitant Skeptics used Al chat-
bots more than once a week, while 25% of Confident Adopters
used them less frequently. This indicates that other factors
such as individual values, prior experiences, or usage context
also influence how users evaluate Al chatbots. For example,
Liu et al. [47] found that users disclosed sensitive health in-
formation to large language models despite privacy concerns,
prioritizing convenience and efficiency. This may help ex-
plain why a substantial portion of Hesitant Skeptics still use
chatbots frequently despite their higher risk but lower fairness
and trust perceptions.

Future work should investigate this relationship more
closely by examining how repeated interactions and the na-
ture of those interactions shape perceptions of trust, fairness,
and risk toward generative Al conversational agents over time.

Demographic influence. Looking beyond usage frequency,
our findings indicate that certain demographic characteris-
tics were also significantly associated with differences in user
group membership. Specifically, we observed that participants
who identified as non-heterosexual were significantly more
likely to be part of the Hesitant Skeptics group and signif-
icantly less likely to be in the Confident Adopters group.
Similarly, participants with higher incomes and those identi-
fying as non-White were more likely to belong to the Confi-
dent Adopters group and less likely to be Hesitant Skeptics.
Age also showed a small but significant effect, with older
participants underrepresented among Confident Adopters—
consistent with previous research on age-related differences
in attitudes towards Al [27,37]. Other factors such as gender,
disability status, and education level were not significantly
associated with group membership.

Notably, our finding that non-White participants were more
likely to trust Al systems aligns with prior U.S.-based work
showing that racial and ethnic minorities sometimes report
more favorable attitudes toward Al than White users [39].
Similarly, previous research has linked higher income to more
optimistic views on Al technologies [37].

Still, our sample size limits the strength of these conclu-
sions. While we detected several significant associations, our
study lacked power to detect smaller effects and may not gen-
eralize across broader populations. Nonetheless, our findings
underscore the importance of accounting for demographic
variation in future research on Al perceptions of trust, fair-
ness, and risks.
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Survey instrument

Consent and Prolific ID

Welcome to our survey on Al Chatbots and Al assistants!
Your experiences and opinions will help us understand how
we can make Al systems better for everyone. In the following,
we explain the contents of the study and how we respect your
privacy.

A consent form is shown, and consent must be given to con-
tinue.

1.

Do you consent to participating in this study?

¢ Yes, continue to the ¢ No, return to Prolific.

survey.

Please input your Prolific ID below (note: this text-box
should auto-populate)

Usage

(1) AI chatbot usage product Which, if any, of the
following Al chatbots or Al assistants have you used in
the past three months? Please check all that apply.

* ChatGPT * PDF.AI

* Bing Al  Other, please specify:
* Gemini by Google

* Bard by Google * I have used an Al
* Claude by Anthropic chatbot or Al language

* Copilot by Microsoft tool in the past three
* Perplexity months, but I do not re-
* YouChat member what it was.

OpenAl Playground * T have not used an Al
HuggingChat chatbot or Al language
Sparrow by DeepMind tool in the past three
 ChatSonic months.

(2) AI chatbot usage task Which, if any, of the following
have you used an Al chatbot or Al language tool to do
or assist you with in the past three months? Please check
all that apply.

* Answer a question, using the chatbot instead of a
search engine

* Have it explain something

* Write, re-write, or edit something to accomplish a task

* Come up with ideas, e.g., for work, school, or private
purpose

* Have it summarize a longer piece of text

* Get recommendations, such as where to go eat and so
on

* Have a conversation with someone

* Translate something from one language to another

* Generate computer code

* Come up with travel plans

 Other:

* No particular task, I just wanted to see what it was like

(3) Frequency usage of Al chatbots

How often do you use an Al chatbot or Al language
tool?

1 - Every day 4 - Once a month

2 - More than once a 5 - Less than once a
week month

3 - Once a week 6 - Never

Attitudes

Thank you! In the following, we would now like to learn
more about your experience with Al chatbots and Al
assistants, and what you think about them.

(1) Risks
Please think about your experience with Al chat-
bots. In your opinion, how likely is it that an Al
chatbot generates the following outputs?

Measurement items reported in Table 2.
Additional item:

* (Attention check) I have been to every country
in the world.

Participants indicated their response on the follow-

ing scale:

1 - Very unlikely 4 - Likely

2 - Unlikely

3 - Neutral 5 - Very likely

(2) Human-Computer Trust Scale (HCTS)
Please think about your experience with Al chat-
bots. In your opinion, to what extent do you agree
or disagree with the following statements about Al
chatbots?
Measurement items reported in Table 9.
Additional item:

USENIX Association

Twenty-First Symposium on Usable Privacy and Security 109



* (Attention check) A dolphin is an animal. ¢ East or Southeast Asian

e Indian subcontinent (including Bangladesh,
Bhutan, India, Maldives, Nepal, Pakistan, and Sri
Lanka)

* LatinX, Latino, Hispanic or Spanish Origin

Farticipants indicated their agreement on the fol-
lowing scale:

1 - Strongly disagree disagree
5. Di &y g 4. A g * Middle Eastern or North African
- Lsagree - Agree * Native Hawaiian or other Pacific Islander
3 - Neither agree nor 5 - Strongly agree « White
e Other
(3) Fairness ¢ Prefer not to answer
Based on your experience, to what extent do you (5) What is your age?
agree or disagree with the following statements on (6) What is the highest level of education you have
Al chatbots? & y
. . completed?
Measurement items reported in Table 1.
Farticipants indicated their agreement on the fol- « High school or « Bachelor’s degree
lowing scale: lower, e.g., de- * Master’s degree
gree/diploma  or * Professional degree
1 - Strongly disagree disagree GED (MD, PhD, D, etc.)
2 - Disagree 4 - Agree * Associate’s degree ¢ Prefer not to answer

3 - Neither agree nor 5 - Strongly agree
(7) What is your total household annual income?
C Demographics

¢ $0 to $19,999 * $130,000 to
(1) What is your gender? Check all that apply. * $20,000 to $49,999 $149,999
* $50,000 to $89,999 * $150,000 or more
* Male different description * $90,000 to * Prefer not to answer
¢ Female of my gender, not $129,999
* Non-binary / third listed
gender * Prefer not to answer (8) Do you identify with having any disability?

e | identify with a

* Yes  Prefer not
(2) Do you identify as transgender? * No to answer
* Yes * Prefer not (9) Is English your first language?
* No to answer
* Yes * Prefer not
(3) How would you describe your sexual orientation? *« No to answer
Check all that apply.
If “No” was selected in the previous question
e Allosexual ¢ Pansexual/uid .
« Asexual « Polysexual (10) What is your first language?
* Bisexual * Questioning [Free text]
* Gay * I have a different de- .
* Lesbian scription for my sex- D Conclusion
: Slzteeit)sexual Eie?ir;?:)tj:on’ not (1) Is there any feedback you want to provide us?
* Homosexual * Prefer not to answer [Free text]

¢ Monosexual

(4) What racial or ethnic groups do you identify with?
Check all that apply.
* American Indian or Alaska Native
* Black or African-American
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B Demographics

Table 8: Participant demographic data (N=123).

Age ‘ Gender ‘ Ethnicity ‘ Education

N % | N % | N % | N %
18-24 19 15.5% | Female 61 49.6% | Black/Af-Am 16 13.0% | Highschoolorless 46 37.4%
25-34 28  22.8% | Male 61 49.6% | Hispanic 6 4.9% | Associate’s degree 20 16.3%
35-44 33  26.8% | Transgender 2 1.6% | Asian Indian 4 3.3% | Bachelor’s degree 35 28.5%
45-54 24 19.5% White 78  63.4% | Master’s degree 14 11.4%
55-64 11 8.9% Other/Mixed 19  15.5% | Professional degree 7 5.7%
65+ 8 6.5%

Income \ Disability Status \ Sexual Preference \ AI Chatbot Use

N % | N % | N % | N %
$0-19,999 13 10.6% | Yes 20 16.3% | Non-Heterosexual 27 22.0% | Never 3 2.4%
$20k—49,999 35 28.5% < Once/month 12 9.8%
$50k—89,999 30 24.4% Once/month 16 13.0%
$90k-129,999 21 17.1% Once/week 18  14.6%
$130k-149,999 7 5.7% > Once/week 50 40.7%
$150k+ 14 11.4% Daily 24 19.5%

C Scales

Table 9: Human-Computer Trust Scale (HCTS) [25] adapted to Al chatbots.

Item Number

Item

hcts_scale_1
hcts_scale 2
hcts_scale 3
hcts_scale 4
hcts_scale_5
hcts_scale_6
hcts_scale 7
hcts_scale_8
hcts_scale 9
hcts_scale_10
hcts_scale_11

I believe that there could be negative consequences when using Al chatbots. (R)

I feel I must be cautious when using Al chatbots. (R)

It is risky to interact with Al chatbots. (R)

I believe that AI chatbots will act in my best interest.

I believe that AI chatbots will do its best to help me if I need help.

I believe that Al chatbots are interested in understanding my needs and preferences.

I think that AI chatbots are competent and effective in helping me with what I use them for.

I believe that AI chatbots have all the functionalities I would expect from them.
If T use Al chatbots, I think I would be able to depend on them completely.

I can always rely on Al chatbots for the things I use them for.

I can trust the information presented to me by Al chatbots.
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Table 10: Factor loadings of the adapted Human-Computer Trust Scale (HCTS) [25] when trying to replicate the original factor
structure, with loadings > |.40| indicated as bold.

Item Number  Sub-construct Factor 1 Factor2 Factor3 Factor4 Communality
hcts_scale 1 Risk 22 .66 -.03 -.05 49
hcts_scale_2 Risk 21 .67 -.04 -.02 .50
hcts_scale_3 Risk -.25 .86 .08 .09 .82
hcts_scale_4 Benevolence A1 .16 .58 -.01 37
hcts_scale 5 Benevolence -.08 .06 .89 -.03 .81
hcts_scale_6 Benevolence .29 -.16 .59 .07 46
hcts_scale 7 Competence .01 .05 .00 97 .95
hcts_scale_8 Competence .63 -.10 15 -.05 43
hcts_scale_9  Reciprocity 75 A1 -.06 -.09 .58
hcts_scale_10  Reciprocity .66 -.03 -.04 22 49
hcts_scale_11  Reciprocity 55 .14 A1 .04 .34

Table 11: Factor loadings of the developed instrument on perceived fairness in Al chatbots informed by Colquitt and Rodell [10],
with loadings > |.40| indicated as bold.

Item Number Factor 1 Factor2 Communality
fairness_scale_1 .62 12 40
fairness_scale_2 75 -.07 57
fairness_scale 3 .59 .01 35
fairness_scale_4 81 .07 .66
fairness_scale_5 72 12 .53
fairness_scale_6 a7 A1 .60
fairness_scale_7 .08 .64 42
fairness_scale_8 -.14 .92 .86
fairness_scale_9 90 -.19 .85
fairness_scale_10 45 .29 28

Table 12: Factor loadings of the developed instrument on perceived risk in Al chatbots informed by Weidinger et al. [74] and
Goyal et al. [22], with loadings > |.40| indicated as bold.

Factor 1 Factor2 Factor3 Communality
risks_scale 1 -.02 92 -.03 .85
risks_scale_2 .62 25 -.05 45
risks_scale_3 -.14 -.05 84 72
risks_scale_4 .07 .03 .74 .55
risks_scale_5 .07 15 .59 38
risks_scale_6 11 .63 15 43
risks_scale_7 1.0 -12 -.02 1.0
risks_scale_8 -.16 .80 .06 .68
risks_scale_9 .05 .00 77 .59
risks_scale_10 18 40 37 .33
risks_scale_11 91 -.19 .04 .87
risks_scale_12 24 55 .10 .38
risks_scale_13 .69 22 -.05 .52
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